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                                               ABSTRACT 

 

 Reversible data hiding in encrypted images (RDHEI) is an effective technique to embed data in 

the encrypted domain. An original image is encrypted with a secret key and during or after its 

transmission, it is possible to embed additional information in the encrypted image, without 

knowing the encryption key or the original content of the image. During the decoding process, 

the secret message can be extracted and the original image can be reconstructed. In the last few 

years, RDHEI has started to draw research interest. 

 

 Indeed, with the development of cloud computing, data privacy has become a real issue. 

However, none of the existing methods allows us to hide a large amount of information in a 

reversible manner. In this paper, we propose a new reversible method based on MSB (most 

significant bit) prediction with a very high capacity. 

 

We present two approaches, these are: high capacity reversible data hiding approach with 

correction of prediction errors (CPEHCRDH) and high capacity reversible data hiding approach 

with embedded prediction errors (EPE-HCRDH). With this method, regardless of the approach 

used, our results are better than those obtained with current state of the art methods, both in 

terms of reconstructed image quality and embedding capacity. 









































































 

 

Encryption Process 

 

 

                      Figure 1.1 Dataflow Diagram for Encryption Process 

 

To perform the encryption process user first needs to select an image from the local system 

then reserve space for data hiding. After reserved the space the image is sent to encryption 

process, user provide a key to process. We can also hide the message, to hide message user 

need to provide the message that need to be hide. To hide the data user need to provide 

different key. We can download the encrypted image with hidden data to the local system. 

Then system display success to the user.  

Chapter-5
SYSTEM DESIGN 

5.1. Data Flow Diagrams 
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Decryption Process 

 

 

Figure 1.2 Dataflow Diagram for Decryption Process 

 

 To perform decryption process user need to select an image, provide the key with an 

encrypted image to the system. The key will be validate if the key is valid it moves to 

image decryption process. If the key is invalid it again ask for user to enter valid key. 

If the decryption process completed successfully it display the image to the user. 

 If user need to decrypt the data user selects the data that need to be decrypt. User 

provides the key and encrypted image to system. Key is again validated, if key is 

valid it moves to decryption process. If the key is invalid it again ask for user to enter 

valid key. If the decryption process completed successfully it display the message to 

the user. 
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Data Hiding 

 

Figure 1.3 Sequence Diagram for Data Hiding 

To perform the encryption process user first needs to select an image from the local system 

then reserve space for data hiding. After reserved the space the image is sent to encryption 

process, user provide a key to process. We can also hide the message, to hide message user 

need to provide the message that need to be hide. To hide the data user need to provide 

different key. We can download the encrypted image with hidden data to the local system. 

Then system display success to the user.  

5.2.  Sequence Diagram 
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Image + Data Retrieval 

 

 

                              Figure 1.4 Sequence Diagram fpr Image+Data Retrieval 

 To perform decryption process user need to select an image, provide the key with an 

encrypted image to the system. The key will be validate if the key is valid it moves to 

image decryption process. If the key is invalid it again ask for user to enter valid key. 

If the decryption process completed successfully it display the image to the user. 

 If user need to decrypt the data user selects the data that need to be decrypt. User 

provides the key and encrypted image to system. Key is again validated, if key is 

valid it moves to decryption process. If the key is invalid it again ask for user to enter 
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valid key. If the decryption process completed successfully it display the message to 

the user. 
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Admin Module 

 Login Session 

 Show Profile  

 User Details (View, Edit) 

                Change Password 

Description 

 

Admin will login by using login session. Admin user also has the privilege to delete & edit 

the Member User. Admin also can change their password and details. 

 

  Member Module 

 Registration 

 Login Session 

 Member Profile 

 Image Encryption & Data Hiding 

       (a) Image Select from local system 

       (b) Image Uploaded to Web Server using FTP 

       (c) Encryption Key Input 

       (d) Image Encryption process (produce Encrypted Image) 

       (e) Hidden Data Input(Data1,Data2,Data3) 

(f) Data Hiding Key Input (key1,key2,key3) 

(g) Data Hiding process (Produce Encrypted Image where Data is hided) 

(h) Downloading the Encrypted Image to the local system. 

5.3 Modules 
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 Image Decryption & Retrieval of Data 

(a) Selecting the Encrypted Image with Hidden Data from Local system 

(b) Image Encryption Key Input (Optional) 

(c) Data Hiding Key Input (Option) 

(d) Based on the key provided do the following process 

(e) If Image Encryption Key only given 

       (f) Do Image Decryption Process 

(g) Show the Encrypted Image 

(h) Download the Image to local system 

 If Data Hiding Key only given 

       (a) Do Data Retrieval  Process 

       (b) Display the Hidden Data 

Description 

Member will create account by them self by using Register session, after that member will 

login by using login session. Member can encrypted image by using key and hiding the data 

into the image using different key. Decryption Process: He has two options to view encrypted 

data. Those are viewing only image, or only data. After selecting option based on option we 

have to give key value and see the result. 
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IMPLEMENTATION 

A crucial phase in the system development life cycle is successful implementation of new 

system design. Implementations simply mean converting new system design into operation. 

This is the moment of truth, the first question that strikes in every one’s mind is whether the 

system will be able to give all the desires results as expected from system. The term 

implementation has different meanings, ranging from the conversion of a basic application to 

a complete replacement of computer system. Implementation is used here to mean the process 

of converting a new or revised system design into an operational one. This chapter presents 

the implementation details and reasons for choosing language, platforms and also the coding 

guidelines used. 

 

Encryption Process 

Step 1: Reserving Room for Embedding Data. 

 

Consider the above matrix is a pixel representation of a image. This system reserves 

the pixels which are highlighted for embedding the data. 

Step 2: Image Encryption. 

 For Image Encryption this system uses the technique called XOR Operation. 

Chapter-6 

6.1 ALGORITHM 
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 For this operation system need two input. 

1.Image 

2.Image Encryption Key 

 And the output will be Encrypted Image. 

 For Example Input Encryption Key is INDIA then from the input key,  this system 

will generate a 8-bit key value  (KV)by following method. 

 Bit(ASCII(I))  XOR  Bit(ASCII(N))  XOR  Bit(ASCII(D))  XOR  Bit(ASCII(I))  

XOR  Bit(ASCII(A)) 

Step 3: Data Hiding on  Encrypted Image 

 For this operation system need Three input. 

       1. Encrypted Image 

       2. Data Hiding  Key 

       3. Data to Hide 

 In this process we are using following two algorithms 

       1. Key Based Pixel Selection algorithm 

       2. MSB replacement Algorithm 

 Consider our Data Hiding Key is ABCDEF 

 Separate each characters A,B,C,D,E,F 

 For A find ascii value that is 65 convert it into 8 bit binary “0100 0001” 

 For B find ascii value that is 66 convert it into 8 bit binary “0100 0010”….. 
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    Figure 2.1 Converting Binary values in reserved pixel space 

 Map the converted binary values in the reserved pixel space, which is shown in above 

image. 

 This system going to hide the data in the pixels which are having value 1. 

 In Selected pixel the colour channel R is going to hold the hidden data. 

  We are changing the last 4 MSB for only one colour channel, there will not be any 

damage to the real image. 

Example: if we are planning to hide a text X 

X ASCII Value 88 then it Binary value is  0101 1000 

Split Binary part into A and B like that A = 0101  and B = 1000 

              In Pixel selection matrix- 

Let R value in 1,2 is 120 (R1) and R Value in 2,2 is 91(R2) 

                 R1 = Binary(120) = 0111 1000               R2 = Binary(91) = 0101 1011 

                 Replace last 4 bit in R1 by A and Replace last 4 bit in R2 by B 

                 After Conversion R1 = 0111 0101   and R2 = 0101 1000 (R1 = 117 , R2= 88) 

Decryption Process 

 In decryption process this system has following two options 

 Data Retrieval 

Input : Encrypted Image with Data + Data Hiding Key  
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Output : Hidden Data 

 Image Recovery 

Input : Encrypted Image with Data + Image Encryption Key 

               Output : Recovered Image without any damage. 
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CONCLUSION 

 

 We are going to propose an efficient method of reversible data hiding in a encrypted 

image based on MSB prediction with high embedded capacity. 

 From our knowledge this is one of the first methods, which proposes to use MSB 

instead of LSB for RDHEI . Due to the fact that MSB prediction is easier than LSB 

prediction in the original domain. 

  The original image is slightly modified in order to avoid all the prediction errors . 

After substituting all MSB in image, it is possible to hide one bit per pixel. 

 We have seen that the proposed scheme provides a good security level and can be 

used to preserve the original image content confidentiality. 

 

Chapter-7 
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