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ABSTRACT

The electronic voting has emerged over time as a replacement to the paper-based and electronic
machine voting to reduce the redundancies and inconsistencies. The historical perspective
presented in the last two decades suggests that it has not been so successful dueto the security
and privacy flaws observed over time. This project suggests a framework byusing effective
hashing techniques to ensure the security of the data. The concept of blockcreation and block
sealing is introduced in this project. The introduction of a block sealinghelps in making the
blockchain adjustable to meet the need of the polling process. The useof consortium blockchain
is suggested, which ensures that the blockchain is owned by a governing body (e.g., election
commission), and no un-authorized access can be made fromoutside. The framework proposed
in this project discusses the effectiveness of the polling process, hashing algorithms utility,
block creation and sealing, data accumulation, and result declaration by using the adjustable
blockchain method. this project claims to apprehend the security and data management
challenges in blockchain and provides an improved manifestation of the electronic voting

system.
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CHAPTER - 1

INTRODUCTION

1.1 Overview

Will of the people is a well-respecteq phenomenon for representation of opinion information

of electoral bodies. These electoral bodies vary from the college unions to the parliaments.
Over the years, ‘vote "has emerged as a tool for representing the will of the people when a
selection is to be made among the available choices, The voting tool has helped improving the
trust of people over the selection they make by a vote of majority. This has certainly helped in
democratization of the voting process and the value of voting system to elect the parliaments
and governments. In 2018, there are 167 counties out of little over 200 who have some kind of
democracy; full, flawed, or hybrid etc. Since the trustof people is increasing in democracies it is
important that they don’t lose their trust on voteand voting system. By virtue of the emerging
trust on the democratic institutions, the votingsystem emerged as a platform to help people to
elect their representatives, who consequently form the governments. The power of
representation empowers the people with a trust that the government shall take care of the

national security, national issues likehealth and education policies, international relations, and

taxation for the benefit of the people.

In order to make the voting process more effective the institutions like ‘Election Commission’
came into existence in different parliamentary democracies. The institutions,along with setting
up the process and legislation for conducting the elections, formed the voting districts, electoral
process, and the balloting systems to help in conduct of transparent, free, and fair elections.
The concept of secret voting was introduced since the beginning of the voting system. Since
the trust on democratic systems is increasing it is important to uphold that the trust on voting
should not decrease. In the recent past there have been several examples where it was noted
that the voting process was not completely hygienic and faced several issues including
transparency and faimess, and the will of peoplewas not observed to be effectively quantified
and translated in terms of formation of the governments. Such examples can be vastly found in

countries like Nigeria, India, Brazil, Pakistan, and Bangladesh.

T T



E-Voting

Using Blockchain Technology Introduction

To resolve issues, technology comes in existence where people can cast vote from

where ever they are and securely cast their vote without any influence from the external
sources. By taking this present issue of voting, this project is to implement secure,

efficient and burden-free voting using blockchain.
1.2 Problem Statement

As India is the second most populated country with 63.6% adults (who have the right to
cast their vote), but the percentage of people voted is approximately 61% to 74%, ie only
18,27,936 has casted their vote out of 1 38 crore (2018 election). Among all of the reason
for not participating in voting campaign, the most important one is the traditional method

of voting is not convenient like, transportation is the main reason for not casting their
vote.

The system is developed to raise the percentage of people voting, and to design user
friendly system.

1.3 Significance and Relevance of Work

* Although India is prone to low voting rates and fairness conducted in the system. To

overcome these issues and provide fair and faster voting system, this approachis
deployed.

1.4 Objectives

* To develop web-based application for voting using blockchain, HTML and CSSfor
voting purpose.

* To provide security and trusted voting system, using elliptical curve algorithm and

three step authentications.
* To store data and classify the user image information, a database is used

* To provide graphical- oriented result using matplotlib and sklearn




E-V()tmﬁ Usinﬁ Blockchain chhnologz Introduction

1.5 Methodology

People’s biometrics (finger-prints, voter-id, verified mobile number) are collected

and stored in the database for verification purpose.

Wh i i
en the user is allowed to cast their vote, he/she is first verified and then allowed
to use the website.

* By selecting the certain area or region polling, the user can vote accordingly
Each individual vote is concomitant by using block-chain technology.

Every individual vote is collected and stored for the further statistical purpose.
* After the polling, each region vote is counted using the algorithms and statistics.

The obtained statistics are visualized in the form of graph, to represent the polling
result.
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1.5 ()rganintion of the Report

This repont is organised :
POTLIS organized intg majorly into 4 different secy;

el e ) ec . : ‘
detailed/ brief description about the - tions and each section provides
ject.

Chapter 1:

1. Overview: ¢

ro

made an effort to approach the existing problems.

3. Significance and Relevance of work: we have mentioned about the contribution of our
Work to the society.

4. Objectives: A Project objective describes the desired results of the work. We have
mentioned about the work We are trying to accomplish in this section.

5. Methodology: a methodology is a collection of methods, practices, processes and
techniques. We have explained in this section about the working of the project in a
brief way.

Chapter 2

1. Literature survey: the purpose of a literature review is to gain an understanding of the
existing resources to a particular topic or area of study. We have referred to many
research papers relevant to our work in a better way.

Chapter 3:

1. System Requirements and Specifications: System requirement and specification is a
document that describes the nature of the project, software or application. This section
contains the brief knowledge about the functional and non-functional that needed to
implement the project.

Chapter 4:

1. System Analysis: System analysis is a document that describes about the existing system

and proposed system in the project. And also describes about advantages and

disadvantages in the project.

/w
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E-Voting Using Blockchain chhnnlo‘az Introduction

Chapter 5:

1. System Design: System design is a document that describes about the project models,
activity diagram, use case diagram, data flow diagram, and sequence diagram detailed in
the project.

Chapter 6:

1. Implementation: implementation is a document that describes about the detailed concept
of the project. Also describes about the algorithm with their detailed steps. And also,
about the codes for implementation of the algorithm.

Chapter 7:

1. Testing: testing is a document that describes about the
a. Methods of testing: this contains information about the unit testing, validation

testing, functional testing, integration testing, user acceptance testing.
b. Test cases: in test cases contains the detailed description about program test cases.

Chapter 8:

1. Performance Analysis: performance analysis is a document that describes about the study
system in a detailed manner.

Chapter 9:

1. Conclusion and Future Enhancement: conclusion in future enhancement is a document
that describes about the brief summary of the project and undetermined event that will

occur in that time.

s e e S
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CHAPTER -2
LITERATURE SURVEY

FREYA SHEER HARDWICK etdl1]: The author uses, the smart contracts and the PKIs
for the verification and digital signaturesfor the first step of e-voting which is highly reliable

and effective, also explains the e-votingusing decentralized e-voting system with the voter

privacy rights. The protocol has been designed to adhere to fundamental e-voting properties

as well as degree of decentralizationand allow the voter to change or update their vote.

Limitations: Implementing the changing or updating the vote, may leads to the less
productive system, which increases the complexity of the algorithm, the effects the

ongoing process of e-voting statistics.

ALI KAAN KOC etdl[2] Author clearly put forwards the idea of using Ethereum
blockchain technique in the e- voting systems, this paper uses smart contracts for the

verification and digital signatures ofthe blocks, which is safer, cheaper, more secure, more
transparent and easier to use e-votingsystems. The idea of using Ethereum blockchain and
smart contracts for an e-voting is itselfan high-minded, if implementation is successful, then

e-voting will be secure enough to process all the voting through e-voting systems.

Limitations: Using smart contracts and Ethereum alone takes up to more storage.

NIR KSHETRI etdl[3] Authors explain the requirements and need of using blockchain
effectively in the e-votingprocess, and provides a detailed survey for the e-voting technology

in a certain region. It mainly put forwards the challenges faced before implementing blockchain
based e-voting and the challenges to overcome by implementing blockchain technology in the

e-voting.
Limitations: Author explains only the challenges to be faced by implementing blockchain

technology, in e-voting but doesn’t provide the solution for those issues.



[ iterature Survey

I:-Voting Using Blockchain Technolog

SHEKHAR MISHRA etdl|4] In this paper, the author institutes about various
authentication types like using biometric finger print using Aadhar card authentication,
which enables the user to access the e-votingsystem uging biometric finger print and verifies

the Aadhar number for further processing of voting system.

Limitations: With only the biometric system with finger-print doesn't provide enough

security to the user.

Instead of only using only the fingerprint authentication, instead 3-step authentication and

face recognition can be used to provide more security.

AMNA QUERESHI retdl[5] In this paper “Secure and Electronic polling system”, the
authors AMNA QURESHI, DAVID MEGIAS, HELENA RIFA-POUS described Se-VEP,
an e-polling system enabledby Internet which provides and protects the voter’s integrity,
security, voters unique details,poll integrity, third party breaching, prevention of double
voting , faimess in election, andcoercion resistance, and preventing devices with virus
which change the users decision in voting and giving false results which leads to lot of

problems.

RIFA HANIFATUNISA etdl[6] Author insinuates about, whole blockchain process and
how it works in the process of e- voting, and explains how the hashing and Elliptic curve
digital signature algorithm,provides the same amount of security as DSA but with smaller
key length, allowing for faster calculations. This algorithm is a development of generalized
digital signature algorithm using ECC algorithm in the digital signature generation process

and its verification.

Limitations: Using Elliptic curve digital signature provides relatable security, with the

smaller storage and faster calculations.



KANIKA GRAB, PAVI SARADWAT etdl[7] This paper states the different types of voting
systems present, and compares the different types of voting systems, it propounds the
different types of e-voting system present currently, and differentiates the different

technologies used in different e-voting system andprovides the relatable and productive e-

voting system with the technology.

ISHANI MANDAI etdl[8] In this paper “Secure and Hassle Free EVM through deep
learning face recognition” author“Ishani Mondal”, used neural networks after extracting the
facial features of the voter andwith that a reference to vote during election. If the details

match the existing details the user is allowed to vote.
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CHAPTER -3
SYSTEM REQUIREMENTS AND SPECIFICATION

3.1 System Requirement Specification:
A Software Requirements Specification (SRS) is a document that describes the nature of
a project, software or application. In simple words, SRS document is a manual of a project
provided it is prepared before you kick-start a project/application. This document is

primarily prepared for a project, software or any kind of application.

3.2 Specific Requirement:

Specific Requirements describes the external interface requirements, logical database

requirements etc.

In this system following are the specific requirements:
® Merkel tools
¢ Block mining
¢ Django utils

3.3 Hardware specifications:

PROCESSOR : Intel i5
RAM : 4GB
HARD DISK : 16GB

3.4 Software Requirements:

OPERATING SYSTEM : Windows

BACK-END : Python3

DATABASE : Django

FRAMEWORKS : Blockchain
FRONT-END : HTML, CSS, Json
OTHER REQUIREMENTS : HTMLS Enabled browser



3.5 Functional Requirements:

Functional Requirement defines a function of a software system and how y m
' . 1 4 1 CalCUIati Sy
behave when presented with specific inputs or conditions. These may include on

data manipulation and processing and other specific functionality.

In this system following are the functional requirements: -
» Voter's inilial(biometric) details have to be registered priorly.
» The details of the voter must be encrypted using smart contracts and blocks.

» The user has to determine the preferred political party and cast his/her vote accordingly.

» The application shows the real time results of the polling with show vote count option

3.6 Non-Functional Requirements:

Non-functional requirements are the requirements which are not directly concerned with
the specific function delivered by the system. They specify the criteria that can be used to
judge the operation of a System rather than specific behaviors. They may relate to emergent

System properties such as reliability, response time and store occupancy.

The non-functional requirements are:

The project is not consume more space and the processing is done quickly.

Portable: the system can be used for all the operating system which support python

3.7 Performance Requirement:

These are the requirements which define how well the software system accomplishes

certain functions under specific conditions.

Dept. Of CSE, SICIT
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CHAPTER _ 4

SYSTEM ANALYSIS:
4.1 Existing system:

As Traditional voting

Sys ke by ‘ ’ i
| tems like ballot paper voting and EVM voting failed to provide the
required security, Anoy

ymity i ' ‘
' ymity and Integrity to the voters vote, due to this e-voting system became
prominent and effective

Many people hay ;
y peop € worked on different ways to promote voting on internet platform, for easier

and secure votj :
oting system. Out of those a Journal paper [1] related to “Electronic voting system

using an enterprise blockchain” explained in detail how the block-chain hyper ledger fabrics
would dwell into e-voting system. This paper explains clearly, how blockchain is implemented
In €-voting system using Suffrage Net Networks and DAPP, where SUFFRAGE MINTER and

SUFFRAGE.VOTER acts as a one main authorization to manage and issue voter transactions,

while Validator is the one which validates the entire electoral process; using these networks
block-chain is implemented and with the hyper-

ledger the whole voting process is validated and
kept secure.

In another paper [2], “Blockchain Based E-voting System” this journal paper has enhanced the
security of the e-voting system, by adding finger-print to the existing e-voting system for
anonymity and verification.

4.2 Proposed system:

The simple rationalization could be a ‘Chain ’of blocks. A block is associate degree mass set of
information. knowledge square measure collected and methods to suit in an exceedingly block
through a process known as mining. every block may be known employing a science hash (also
referred to as a digital face authentication). The block shaped can contain a hash of the previous
block, so blocks will kind a sequence from the primary block ever (known because the Genesis
Block) to the shaped block. during this method, all the information may be connected via a
connected list structure. And to display the live result of the poll in a defined graph manner, to

improve the visualization of the project

11
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CHAPTER _ g
SYSTEM DESIGN:

5.1 Project Modules:

1. Rogisroring to the Network:

The user has to register to the network by providing, the valid details like username, age, gender,
address, email-id and valid Aadhar number

2. Aadhar Input and Verification:

After registering to the network, the user can access the website; and enter registered Aadhar

number, once the Aadhar number is fed to website, it verifies the Aadhar number and validates
user whether to proceed in the voting process or not.

3. Casting vote:

Authorized users are allowed to select the election party and the representative of the respective
region and cast their vote.

4. Poll results:

Once the election poll is completed, the user can access the website to notice which election
party has won the election poll.

22
Dept. Of CSE, SICIT 12 2021
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5.1.1 System Architecture:

JRER

f
Brovee ] \ ‘

Nebsne

‘ Registration ‘
A

b /

‘ Vote
L\ Management

Figure 5.1 System Architecture

The system architecture is divided into three-parts, namely
1. Pre-voting phase

2. Voting phase
3. Post-voting phase

Pre-voting phase:

1. The user has to register to the network, and to get permission to vote in the described chain
of networks.

The user has to create an id according to his official voter id information, and login to the
network, here the previous blocks verify the new block(user) information, whether it is
according to the data stored in the database or not. If the new block is validated correctly, the

network allows the block to process to next stage in voting process.

2. The user has to verify his identification using Aadhar authentication, and then process to
further steps in voting process

e — ¥ ¥ —
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voting phase:
ill be

er successful A o
Aft adhar authentication, the user is allowed to vote, the user’'s vote W
n and

ted by the i . 2
encryp y public key encryption and once the user has voted, then he cannot re-logi
g

in the network, this re-voti i .
o 1S re-voting using same id is restricted using smart contracts.

The vote cannot be manipulated, if one has to change his/her vote after voting, then it is almost
impossible because to change one vote, the entire system of blocks should be changed, and every

node in the network should authenticate, as every block contains every block information and
transaction.

Post-voting phase:

Once the election poll is completed, the user can access the website to notice which election

party has won the election poll.

5.2 Use-Case diagram:

USER / ADMIN
REGISTRATION

CANDIDATE
MANAGEMENT

VOTER
USER MANAGEMENT

CAST VOTE

DECLARATION OF
RESULT

Figure 5.2 Use-Case Diagram

14 2021-22
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w

Use case Consists of user and admin. where user is allowed to login and caste hivher vote

and admin manages a1 the required proc essings like, managing candidate details, and
authorising the right voter to cast his/her vote, after the verification of the nser complete
biometrics, face identification: and after the election poll ends, the admin is responsible for

declaration of result in a graphical representation.

5.3 Data Flow Diagram:

A Data-Flow Diagram is a way of representing a flow of a data of a process or an information
system. The DFD also provides information about the outputs and inputs of each entity and the
process itself. A dataflow diagram has no control flow, there are no decision rules and no loops.

Specific operations based on the data can be represented by a flowchart.

Verify Aadhar number

¥ Verify if Aadhar number is registered

v Verify OTP and private key sent to email

Cast vote

Declaration of Result

Figure 5.3 Flowchart
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5.4 Level 1 dataflow:

{ {leor fails

! registration 0{ Aadhar Input mmﬂc , WMM
i . ation

1

—

Au‘thoriseUs«\

Figure 5.4 Level-1 Dataflow Diagram

Above mentioned diagram is the representation of DFD1 which provides u the content diagram

or say overview of the whole system. It is designed to be an at- a-glance view, showing the

system as single high-level process. Here, the user has to register before-hand with all his details
like voter biometrics, email-id, etc. once the user registers his details with the administrator, he
can proceed to further step in the process, on the e-voting website the voter has to input his
Aadhar number and has to verified with the registered Aadhar number. If the Aadhar number is
not registered previously then the voter is not allowed to processed in further process. If the
Aadhar number is previously registered and verified, that voter is allowed to process in the
further steps.
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5.5 Level 2 data flow.

Above mentione diagram is the repre

sentation of DFN) The Level 1 DFD is hroken down into
more specific, Level 2 pypyy ev

el 2 DFD depicts bagic modules in the system and flow of data
among varous moduleg Here, the authorized user is connected to local hlockchain, and to the
verified email-id, the OTP is sent for verification purpose using SMTP protocols; once the (TP
validation is done. The user is allowed to create block in the blockchain where each block will

have hash values, and afier the block creation, the Private key is sent to the registered email-id;
the private key is generated using the SHA-256 al

gorithm, and blocks are created using Merkel
tools.

Once the private key is verified, the user is allowed to cast hi

§ vote. After validating all votes,
the result of the poll is decided.

and generate |—p Cast Vote

Create Blocks
Authorise User |—p Generate OTP

Hash values
| Tool
SMTP Protocols ' - emin Declare Result

Figure 5.5 Level-2 Dataflow Diagram
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A IMPLEMENTATION

ol

mentation methods are as follows:
e i le roject is based on Electronic Voting using Blockchain, In the first step of voting
ginc< th‘ lﬁ need to register their votes using Aadhar card and in the next step the voter can
e:  vote using Aadhar number. They can only cast their vote only if their image is matched
e Aadhar card image. After validating the image there is one more step of authentication
: is otp sent to a mail, which is provided by the voter. Now multiple parties along with the
" will be visible 0 the voters so that they can select any one of them. To cast their vote there

- more authentication step after selecting the party, that last authentication step is based on

kcham Here need to enter the encrypted hash value that is received in the mail. If the
ploc

ypted code is verified then they can cast their vote, otherwise they cannot cast their vote.
enc

£5ch voter can caste vote only one time. After casting the vote, they can view the results.

6.2 Algorithmi

a. SMTP (for sending otp to email-id):

1. Composition of Mail: A user sends an e-mail by composing an electronic mail
message using a Mail User Agent (MUA). Mail User Agent is a program which is used
to send and receive mail. The message contains two parts: body and header. The body is
the main part of the message while the header includes information such as the sender
and recipient address. The header also includes descriptive information such as the

subject of the message. In this case, the message body is like a letter and header is like
an envelope that contains the recipient's address.

2. Submission of Mail: After composing an email, the mail client then submits the
completed e-mail to the SMTP server by using SMTP on TCP port
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) \,‘,ﬂﬂﬂ

/
o ail: I--mai

. pelis ory of M mail addresses contain twe parts username of the recipient and

dnmniﬂ

if the domain name of the recipient’s email address is different from the sender's domain

ame. then MSA will send the mail to the Mail Transfer Agent (MTA). To relay the
email. the MTA will find the target domain. It checks the MX record from Domain Name
Gystem to obtain the target domain. The MX record contains the domain name and 1P

address of the recipient's domain. Once the record is located, MTA connects to the

s Tor examp | )
pame. For examj le, vivek@gmail com, where “vivek" i the nsername of the

+ and ngmail.com” is the domain name

exchange server to relay the message.

4. Receipt and Processing of Mail: Once the incoming message is received, the

exchange server delivers it to the incoming server (Mail Delivery Agent) which stores

the e-mail where it waits for the user to retrieve it.

5, Access and Retrieval of Mail: The stored email in MDA can be retrieved by using
MUA (Mail User Agent). MUA can be accessed by using login and password.

b SHA-256 Bit Encryption Algorithm:

The SHA-256 algorithm is one flavour of SHA-2 (Secure Hash Algorithm 2), which was created
by the National Security Agency in 2001 as a successor to SHA-1. SHA-256 is a patented
aypmgmphic hash function that outputs a value that is 256 bits long.

[n encryption, data is transformed into a secure format that is unreadable unless the recipient has

a key. In its encrypted form, the data may be of unlimited size, often just as long as when

unencrypted. In hashing, by contrast, data of arbitrary size is mapped to data of fixed size. For

example, a 512-bit string of data would be transformed into a 256-bit string through SHA-256

hashing.
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In cryptographic hashing, the haghed data is modified in a way that makes it completely

. areadable. It would be virtually impossible to convert the 256-bit hash mentioned above back

fo its original S12-bit form. The most common reason is to verify the content of data that must
pe kept secret. For example, hashing is used to verify the integrity of secure messages and files.
The hash code of a secure file can be pogteq Publicly so users who download the file can confirm

they have an authentic version without the Contents of the file being revealed. Hashes are
similarly used to verify digital signature.

il 0°8a"yUdSLjh 7Gd25e

FIXED-LENGTH RESULTANT HASH VALUE

VARIABLE LENGTH TEXT

Figure 6.1 SHA-256 Bit Algorithm Working

Password verification is a particularly important application for cryptographic hashing. Storing
users’ passwords in a plain-text document is a recipe for disaster; any hacker that manages to
access the document would discover a treasure trove of unprotected passwords. That’s why it’s
more secure to store the hash values of passwords instead. When a user enters a password, the

hash value is calculated and then compared with the table. If it matches one of the saved hashes,
it's a valid password and the user can be permitted access,
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| tress are made by hashing qa:
Merke & PAIrs of nogeg fepeatedly yngi| only one hash remains; this
hash is known as the Merke| root. Th

Hash ABCD

Non | eaf Nodes

Hash AB

Hash CD

Leaf Nodes

leal Nodes

Hash B Hash C Hash D

Transaction ID A Transaction 1n

Band ¢

Transaction 1D D

Figure 6.2 Merkel Hash Working
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3 Funcﬁonal modules
6- |
nctional modules of the electronic voting using blockchain are:

The fu
+1 Input Aadhar number
6.

o caste vote the voters need to register their votes before the elections using their Aadhar

qumber. Only the registered candidates are alloweg to vote. The voters need to enter the Aadhar
mber as the input in order to cast thejr vote.
n

def authentication(request):

aadhar_no ="2'

details = {'success": False}
print(aadhar_no)

\-roter = Voters.objects.get(uuid = aadhar_no)
print(voter)
request.session['uuid'] = aadhar no

render_html = 1oader-render_tO_Stfing('candidate_d etails.html', {'details": voter})
if voter.vote_done:

details = {
‘error': "You have already casted your vote.'
}
else:
details = {

'success”: True,
'html': render_html,
'details": model_to_dict(voter)

}
except:
details = {
‘error': 'Invalid Aadhar, Please Enter Correct Aadhar Number!"

}

return JsonResponse(details)
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Figure 6.3 Input Aadhar Number
632 0TP Validation

After entering the valid Aadhar number it is verified through otp it is sent to the candidate mail

4 which is provided at the time of registration.

This otp process is done with the help of SMTP.SMTP is an application layer protocol. The
client who wants to send the mail opens a TCP connection to the SMTP server and then sends
the mail across the connection. The SMTP server is an always-on listening mode. As soon as
it listens for a TCP connection from any client, the SMTP process initiates a connection

through port 25. After successfully establishing a TCP connection the client process sends the

mail instantly.

def send_otp(request):
email_input = request. GET.get(‘email-id')

[success, result] = send_email_otp(email_input)
print(result)
#[success, result] = [True, '0']

json = {'success': success}
if success:

request.session['otp'] = result
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w

n.quest.session['email-id'] ~email inpyy
rcquest.scssmn['cmail-veriﬁcd'] ~ False

Ise:
¢ i con['error'] = result

eturn JsonResponse(json)
gef verify_otp(request):

otp_input = req\?est.GET.get('otp-input')

.con = {'success". False}

if ofp_input = request.session['otp");
voter = Voters.objects.get(uuid = request.ses
voter.email = request.session['email-id'] .
voter.saVCO
json['success'] = True
request.session['email-verified'] = Trye

sion['uuid'])

return JsonResponse(json)
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633 private key authentication

ssful completi alidat:
After SUCCES pletion of oty validation Now the candidate able to see the party names and

g with the nota, If they click on the party which they are going to vote it will ask
for authentication that is known ag private key authenticatio

Key which they ha
through hashing.

ymbols alon

n where they need to enter the private

Ve recel i : ,
eceived to their registered email id. The generation of private key is done

Hashing is the procedure of interpreting given key into a code. A hash function is used to

substitute the data with a freshly produced hash code. Furthermore, hashing is the practice of

taking & StTINg Or Input key, a variable generateq for saving narrative information, and defining

it with a hash value, which is generally decided by an a gorithm and create a much shorter string
than the original.

Hashing is generally a one-way Cryptographic function. Because hashes are irreversible,
understanding the output of a hashing method does not enable us to regenerate the contents of

afile. It allows us to assess whether two files are same without understanding their contents.

The use of hashing in information security and internet authentication is a common practice.

For example, it can be used to securely save passwords in a database, but can also provide the
security of other element of information including files and documents.

The hashing data structure allows arrays to effectively find and store information, supporting
an effective structure for finding and storing information. Suppose that it can have a list of
20,000 numbers and it is asked to look for a specific number in that list and it can scan each
number in the list to view if it matches the number that it is entered,

Hashing is the procedure of transforming a string of characters into a frequently shorter and
fixed-length value. The why of using hashed keys to search for element in a database is that

discovering the item using its original value is more time-consuming than using the shorter
hashed key.

W
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Figure 6.5 Private key Authentication
It can be used to locate or store elements effectively in collections when searching for them.
For example, if it can have a list of 10,000 English words and want to check if a given word is

between them, it will be inefficient to compare the given word to all 10,000 items until a match
is discovered.

An array can be indexed by the values of the keys of a range, which is known as hashing. The
modulo operator will be used to acquire a range of key values. In this case, it can store the

following items in a 20x20 hash table. Each item is formatted as a (key, value).

—
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Figure 6.6 Hash Encrypted value
Hashing algorithms including MDS, SHA-1, SHA-2, NTLM, and LANMAN are all generally
used in today's world. A message digest is divided down into 5 versions, this one being MDS.

In the previous, MD5 was one of the most famous hashing algorithms. MDS5 needs 128 bits for
its outputs.

In hashing, each bit in the data block is transformed into a fixed-size bit string value. A file
includes data blocks. There is a risk that two multiple inputs will create the same hash value.

This is called a collision, which appears when two multiple inputs support the same hash value.

def blockchain(request):
blocks = Block.objects.all()
return render(request, 'blockchain.html', {'blocks':blocks})
def block_info(request):
try:
block = Block.objects.get(id=request. GET.get('id"))
confirmed_by = (Block.objects.all().count() - block.id) + 1

votg: = Vote.objects.filter(block_id=request.GET.get('id'))
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ot hashes™
v

CHA? 256.ncw((1‘{vmc.unid}vac_\rmo p

Aty id}| {vote timestamp)}') encode('utf
sy hexdigest() for vote in votes]

root = MerkleTools()

root.add_leafi[f {"“‘C-Ul"d}I{Vme,vmeVp,my id}| {vote timestamp|' for vote in votes].
True)

mot.make_tree()
merkle_hash = root. get_merkle_root()
tampered = block.merkle hash 1= merkle_hash
context = {
'this_block'": block,
'confirmed_by": confirmed by,
'votes": zip(votes, vote_hashes),
're_merkle_hash': merkle hash,
'isTampered': tampered,

}

return render(request, 'block-info.html', context)
except Exception as e:

print(str(c))

return render(request, 'block-info.html')

%
2021-22
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634 (Casting vote

- o _ party which they are going to vote it will ask
for authentication that is known ag private key aut

hentication where they need to enter the private

¢ received to thejr registered emaj] iq. After successful validation of private

¢ recorded and algq after casting their vote they can also election results.

key which they hay

key the vote will b

def show_result(request):
vote_result = vote_count()
vote_result =

dict(reversed(sorted(vote_result.itemsO, key

= lambda vr:(vr[1], vr[0]))))
results =[]

political_parties = PoliticalParty.objects.all()
i=0
for party_id, votecount in Vote_result.items():
i+=1
party = political_parties. get(party id = party id)
results.append({
sr' 1,
'party_name'": party.party name,
‘party_symbol": party.party logo,

'vote_count': votecount

})

return render(request, 'show-result.html', {'results": results})
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TESTING
7.1 Methods of Testing
The various strategies that were used in testing this software were as follows:
{. Unit testing
2. Integration testing

3, validation testing

4. User validation testing

7.1.1 Unit Testing

Unit testing, also known as component testing refers to tests that verify the functionality of 2

specific section of code, usually at the function level. In an object-oriented environment, this is
gsually at the class level, and the minimal unit tests include the constructors and destructors.

Unit testing is a software development process that involves synchronized application of a broad

spectrum 0
risks, time,
the time of
second column
delivering valid outputs.

f defect prevention and detection strategies in order to reduce software development
and costs. The following Unit Testing Table shows the functions that were tested at
programming. The first column gives all the modules which were tested, and the

gives the test results. Test results indicate if the functions, for given inputs are

Function Name Tests Results feeding the valid enrolled Aadhar number and authorise user using

blockchain hash techniques; output is tested successful when the user can cast his vote through

the website
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“jon name ‘

unet1on 22 '

[ l'(.a enrolled Aadhar numbey Test result
[e

' Tes'ted for different input of Aadhar numbers
| verify the details - verification

Fqplay result — 'Amfho"'?i"g only valid users to vote
|t Output is to cast vote only once by a single
| S — — -

4

—

Table 7.1. Function Name ang Test Results.

712 Integrating testing

ntegration testing is any type of software testing that seeks to verify the interfaces between
omponents against a software design, Software components may be integrated in an iterative
way or all together ("big bang") Normally the former is considered a better practice since it
allows interface issues to be located more quickly and fixed. Integration testing works to expose

defects in the interfaces and interactiop between integrated components (modules).
progressively larger groups of tested software components corresponding to elements of the
architectural design are integrated and tested ynti] the software works as a system.

7.1.3 Validation Testing

At the culmination of integration testing, software is completed assembled as a package.
Interfacing errors have been uncovered and corrected. Validation testing can be defined in many

ways; here the testing validates the software function in a manner that is reasonably expected by

the customer. In software project management, software testing, and software engineering,

verification and validation (V&V) is the process of checking that a software system meets

specifications and that it fulfills its intended purpose. It may also be referred to as software
quality control.

1.1.4 User Acceptance Testing

Performance of an acceptance test is actually the user’s show. User motivation and knowledge
are critical for the successful performance of the system. The above tests were conducted on the

newly designed system performed to the expectations. All the above testing strategies were done

using the following test case design.
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Aﬂdhm test caep
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e

e I I
ame of the test o
: —— | Input Aadhar —
1 - 7 N ‘
[ N — T T
" | Input Aadhar feed by the user
Actual outp Valid Aadhar number is accepted as enrolled
~~~~~ | inthe database
Result__ T—— Successful
able 7.2. input Aadhar test case
Ermail OTP authentication test case:
— \
Test case : _ 1
Name of the test Email OTP authentication
Input t Valid/ enrolled email-id
| Expected outpu Obtain OTP to the registered email
Actual output Receiving unique OTP from the enrolled
email ID
Result Successful

Table 7.3: Email OTP authentication test case

Private key verification Test case;

Test case 1

Name of the test Private key verification

Input Valid/ enrolled email ID

Expected output Obtaining unique hash value

Actual output Receiving unique hash value using
blockchain from the enrolled email ID

Result

Successful

Table 7.4: Private key

verification Test case
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-mance analysis is a Specialist digcinfing : ‘
perfo! ‘ 15¢ipline INVolving systematic observations to enhance
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cople difficulty in voting
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. Mobiles and websites enabled laptops. also
helps p(‘OPlC from faraway places to vote convenie

: ntly from the place they are. It increases, the
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Performance Analysis
Pre Voting Phase Wpl '

N |

User Inputs oTP
Aadhar authentication

> number > is called

Post Voting Phase

Resuit is
displayed

Aadhar
number is .
| successfully —p| Vote is casted
authenticated

Fpu
oy

Hash Key is
—p| successfully
generated

User inputs
hash key to
—¥| successfully
submit his
vote

Figure 8.1 Performance Analysis
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(oA

k
pml““ed framework provides complete secunity to the e- voting system, with the usage of

n an
ihe ereum plockchain and smart contracts to provide added security to the system. Blocke hain

en
P]emc‘"a“o" prevents vote manipulation and provides privacy, integrity for voters to cast

e vote. Smart confracts ensures that the voter can vote only once using his/her unique id
A adhar qumber); With the convention of different security algorithms like SHA-256, Merkel

MTP prot
pash and S prototyping, enhances the security of the system. As a result, the voter is

thorized ©© cast his/her vote from where ever they are; provides high security standards to the

ystem and convenient and easier ways to vote,

puture work:
|. Tothe proposed existing system, additional biometrics (fingerprint, face authentication)
can be added to enhance the security of the system.

7. Three step authentications can also be used to provide more security to the system.
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Figure A.17 Vote Count

Appendix B: Abbreviations

gMTP: Simple Mail T ransfer Protocol
SHA-256: Secure Hash Algorithm 256 bit
MDA: Mail Delivery Agent

MUA: Mail User Agent

TCP: Transmission Control Protocol

MTA: Mail Transfer Agent

W
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