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DEPARTMENT OF ELECTRONICS AND COMMUNICATION ENGINEERING

INNOVATIVE TEACHING METHODS (ODD SEM 2025)

TITLE OF INNOVATION: THINK PAIR SHARE

COURSE FACULTY: Dr.S.BHARGAVI

DESIGNATION: PROFESSOR

COURSE NAME & CODE: COMPUTER AND NETWORK SECURITY(BEC613A)
SEMESTER & SECTION: 7th A

OBJECTIVE OF THE METHOD: TO MAKE STUDENTS LEARN THE CONCEPT
BY DOING AN ACTIVITY

TOPIC COVERED: “ACTIVE AND PASSIVE ATTACKS”

CONDUCTION DATE: 26.08.2025
DESCRIPTION OF THE METHOD:

Think-pair-share (TPS) is a collaborative learning strategy where students work
together to solve a problem or answer a question about an assigned reading.
This strategy requires students to (1) think individually about a topic or answer
to a question; and (2) share ideas with classmates. Think-Pair-Share (TPS) is a
cooperative learning activity that can work in varied size classrooms and in
any subject. Instructors pose a question, students first THINK to themselves
prior to being instructed to discuss their response with a person sitting near

them (PAIR).

Think-pair-share is a technique that encourages and allows for individual
thinking, collaboration, and presentation in the same activity. Students must
first answer a prompt on their own, then come together in pairs or small groups,
then share their discussion and decision with the class. Discussing an answer
first with a partner before sharing maximizes participation, and helps to focus
attention on the prompt given. Using the think-pair-share technique allows

students time for individual reflection, thinking, and processing new




information before they may be influenced by other students’ answers. This
process also teaches students how to explain their thoughts first to a peer, and

then to a larger audience (the entire class).

Faculty explains the technique to the students before beginning the exercise:
describe the purpose, set discussion guidelines and time limits, and model the

strategy to ensure that students know what is expected of them.

Step 1: Think

Begin with a specific question, and give students time to individually think
about an answer, and document their responses on their own. Students can be

given 1-3 minutes for this part of the exercise.

Step 2: Pair

Students now get into pairs. Ask the students to share what they came up with,
with their partners and discuss. This part of the activity can take at least 5

minutes.

Step 3: Share

For this part, come back together as a class and have a whole class discussion.
We can either choose to have one person from each pair share with the class,
or the discussion can be more open. Students can also share with the class what

their partner said.

BENEFITS OF THE METHOD:

o It enhances students’ critical thinking skills, improves listening
and reading comprehension

o It helps students to get collaboration and presentation skills.

o It benefits the students who are typically shy may feel more
comfortable sharing with the class after sharing with a partner,

o It promotes students who are outspoken to get benefit from first
listening to others before sharing their own opinion.

o It helps students to think individually about a topic or answer to a
question.

o It teaches students to share ideas with classmates and builds oral
communication skills.

o It helps focus attention and engage students in comprehending the
reading material.




ACTIVITY DETAILS:
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STUDENTS FEEDBACK:

How well did you understand the Security Attacks after this activity?

18 responses

@ Very Well
44.4% @ Well

@ Average

' @ Poor

Did the Think-Pair-Share activity help you discuss and learn from your peers?

18 responses

How confident are you in explaining the Passive attacks & Active attacks with examples and

comparison?
18 responses

@ Strongly Agree
@ Agree
@ Neutral
@ Disagree

@ Very Confident

@ Confident

@ Somewhat Confident
@ Not Confident
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Was the time (20 minutes) sufficient for the Think-Pair-Share activity?
18 responses

@ VYes, it was sufficient
@ No, too short
@ No, too long

il

How interesting was the topic of Security Attacks?

18 responses

@ Very Interesting
@ Interesting

@ Neutral

@ Not Interesting

Signature of Course Faculty Signature of HOD
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INNOVATIVE TEACHING METHODS (ODD SEM 2025)

TITLE OF INNOVATION: QUIZ

COURSE FACULTY: Dr.S.BHARGAVI

DESIGNATION: PROFESSOR

COURSE NAME & CODE: COMPUTER AND NETWORK SECURITY(BEC613A)
SEMESTER & SECTION: Tth A

OBJECTIVE OF THE METHOD: TO MAKE STUDENTS LEARN THE

CONCEPT BY DOING AN ACTIVITY

TOPIC COVERED: “MALICIOUS LOGIC & VULNERABILITY
ANALYSIS”
CONDUCTION DATE: 06.10.2025

DESCRIPTION OF THE METHOD:

A quiz refers to a fast and information evaluation of the knowledge of
students. Teachers often give a quiz within a learning environment to
assess how the learners understand a concept. Therefore, it serves as a
process to understand students’ insight into the subject matter. In the
process, the teachers can detect any possible knowledge gaps. quizzes
can help teachers assess the effectiveness of their instruction, as well as

student understanding of the concepts taught.

In general, a quiz tests the knowledge of the students or learners in a
class in a short period. The questionnaire usually consists of minimum
ten questions. The format of the quiz may vary. It might include MCQs,

fill in the blanks, short answers, and true or false. Compared to

traditional exams, they are much shorter.

BENEFITS OF THE METHOD:

e Students tend to read the material.



https://blog.teachmint.com/online-tests-and-mcq-assesments/

e Students show up for class on time since the quiz always comes

first.
o Students are placed in the right attitude for learning.
o Students feel more confident to discuss the material.
o Students raise their grades by simply reading the material.

e Students have a healthy debate amongst participants in order to

learn from each other

ACTIVITY DETAILS:

1. In the provided UNIX script example, what is the primary security violation caused by the
malicious logic?

37 / 38 correct responses

+ A_. Creating a setuid shell for

o
the user 37 (97.4%)

B. Deleting the correct Is
command

1 (2.6%)

C. Copying files into the tmp| 0,
directory
D. Changing file permissions to

0%
read-only [ C (@%)

2. What distinguishes a Trojan horse from regular software?
37 / 38 correct responses

A. ltis always destructive.|—0 (0%)

' B. It has an overt effect and a 37 (97.4%)
covert effect.

C. It can only run on UNIX

| o
systems. 1(2.6%)
D. Itis open-source and fully| o
documented. 0 (0%)
0 10 20 30 40

3. What is the main characteristic that differentiates a Trojan horse from a virus?

29 / 38 correct responses

A. It can self-replicate and spread
automatically

v B. It disguises itself as
legitimate software but contsins _29 (76.3%)

hidden malicious code

5 (13.2%)

C. It encrypts user data and

- o
demands ransom 2(5.:3%)

D. It only affects UNIX systems. —2 (5.3%)

0] 10 20 30




4. What is the primary characteristic that differentiates a computer virus from a Trojan horse?

37 / 38 correct responses

v A) A virus can self-replicate by
inserting copies of itself into other 37 (97.4%)
files, while a Trojan horse does...
B) A virus always causes
noticeable damage to the system,| —1 (2.6%)
while a Trojan horse does not.
C) A virus only affects boot
sectors, whereas a Trojan horse|—0 (0%)
affects executable files.
D) A virus requires user
permission to execute, while a0 (0%)
Trojan horse executes itself aut...

5. What part of a disk does a boot sector virus infect?

38 / 38 correct responses
A. The file allocation table 0 (0%)
~ B. The boot sector or Master o,
oo Rerora s, |, - 1o
C. The last sector of the disk| 0 (0%)

D. The system's RAM 0 (0%)

o 10 20 30 40

6. Which of the following viruses is an example of a boot sector infector?

36 / 38 correct responses

A) Jerusalem virus —2 (5.3%)
C) Melissa virus [0 (0%)
D) Trojan horse [—0 (0%)
o 10 20 30 40
7. What is a multipartite virus?
38 / 38 correct responses
A) A virus that infects only o.ne 0 (0%)
type of file.
+ B) A virus that can infect both
programs.
C) A virus that only resmles. inf o (0%)
memory temporarily.
D) A virus that only infects macro-| o
enabled files. 0 (0%)
0 10 20 30 40




37 / 38 correct responses

A) Deletes files instantly upon
execution.

v B) Stays active in memory
even after the host application
terminates.

C) Only infects boot sectors.

D) Only infects macro programs.

8. What does a TSR (Terminate and Stay Resident) virus do?

—1 (2.6%)

-0 (0%)

-0 (0%)

o 10 20

37 (97.4%)

34 / 38 correct responses

A) By hiding inside documents.

B) By spreading only through
email attachments.

C) By encrypting their code.

9. How do stealth viruses avoid detection?

—0 (0%)

3 (7.9%)

1 (2.6%)

v D) By modifying operating
system calls to hide file
infections.

0 10 20

34 (89.5%)

30 40

10. What makes an en

33/ 38 correct responses

A) It hides inside the operating
system kernel.

v B) It enciphers most of its code
routine.

C) It only infects rarely used files.

D) It disables antivirus software
upon execution.

0

crypted virus difficult to detect?

1 (2.6%)

2 (5.3%)

2 (5.3%)

10 20

36 / 38 correct responses

B) A virus that spreads through
network protocols.

C) A virus that infects boot
sectors.

D) A virus that only affects mobile
devices.

0

11. What is a macro virus?

1 (2.6%)

-0 (0%)

— 1 (2.6%)

10 20

v A) A virus composed of a
sequence of interpreted 36 (94.7%)
instructions within applications I...




12. What is the primary characteristic of a computer worm?

36 / 38 correct responses

A. It modifies existing programs

~ B. It copies itself from one
computer to another

C. It encrypts files until a ransom
is paid

D. It scans for unused ports.

(=]

2 (5.3%)

-0 (0%)

-0 (0%)

10 20 30 40

13. The 1988 Internet

37 / 38 correct responses

worm primarily targeted which type of operating systems?

A) Windows |—0 (0%)
B) MacOS| —1 (2.6%)
+ C) UNIX-based systems like
37 (97.4%
D) Android|—0 (0%)
(o] 10 20 30 40

14. What is the primary effect of a 'bacterium’ or ‘rabbit' program?

37 / 38 correct responses

A. It modifies system files to
cause errors

v B. It replicates rapidly to
exhaust system resources

C. It encrypts files until ransom is

—1 (2.6%)

37 (97.4%)

—0 (0%
paid (0%)
D. It triggers on specific external |0 (0%)
events.
0 10 20 30 40
15. What is a logic bomb in the context of computer security?
35 / 38 correct responses
A) A self-replicating program that|
spreads over networks 1(2.6%)
B) A virus that encrypts files and 2 (5.3%)
demands ransom
' C) A program that performs a
by an external event or condition
D) A program that scans| o
networks for vulnerabilities 0 (0%)
(o] 10 20 30 40




16. Which defense mechanism treats programs as data until certified to be executable, thereby

preventing virus infection by separating data and instructions?
30 / 38 correct responses

A. Flow distance metric limiting
information spread

" B. Labeling in systems like
permissions

C. Reducing user rights

—0 (0%)

according to the principle of least —4 (10.5%)
privilege
D. Sandboxing programs by
restricting process rights —4 (10.5%)

dynamically.

0 10 20 30

17. What is a key characteristic of a vulnerability in a computer system?
34 / 38 correct responses

A) It is a feature intentionally

o
added to improve security 0 (0%)
B) It is the process of encrypting __4(10.5%)
data to protect confidentiality ¢
C) It is a type of malware that 0 (0%)

spreads through networks

+ D) It is a weakness or flaw that

o
can be exploited by attackers 34 (89.5%)

o] 10 20 30 40

18. What is the primary goal of a penetration study?
36 / 38 correct responses

A) To prove a system has no
vulnerabilities

{ B) To VIOIa,t,e the site Se(rjljlflty 36 (94.7%)
policy by exploiting vulnerabilities

C) To design new security

|2 (5.3%)

—0 (0%
controls (0%)
D) To train users on sec'urity -0 (0%)
policies
0 10 20 30 40

19. In the Flaw Hypothesis Methodology, what is the first step?

36 / 38 correct responses

A) Flaw generalization —2 (5.3%)
B) Flaw elimination [—0 (0%)
D) Flaw testing |0 (0%)

0 10 20 30 40




20. Which of the following is NOT typically part of penetration testing layered by attacker
perspective?
34 / 38 correct responses

A) External attacker with no
knowledge of the system

B) Internal attacker with
privileged access

v C) N?twork administrator 34 (89.5%)
testing system backups

1 (2.6%)

D) External attacker with access

to the system 1 (2.6%)
0 10 20 30 40
QUIZ SCORES:
] Email H Score / 20
chandinitdchandinitd@gmail.com 19
| hithadayanand@gmail.com | 20
harshithashashikumar99@gmail.com 20
| bhavyasa9945@gmail.com H 20
| bhoomikagowdajan5@gmail.com H 20
| gunashreeds29@gmail.com “ 20
| ychandushree@gmail.com | 18
| sabaanbar368@wgmail.com “ 19
| harshithan827@gmail.com “ 20
| chandanarchandanal2@gmail.com | 20
| hamsakshamsaks227@gmail.com “ 10
| ambikayash126@gmail.com | 18
| anuanushree547@gmail.com “ 19




Email | Score / 20
akshuakshaya848wgmail.com 20
bm9180496@gmail.com H 16
druthiga@gmail.com | 20
mayesha27970@gmail.com | 16
akshim44@gmail.com | 20
£g9674432@gmail.com | 20
ddachhu53@gmail.com | 20
ananyaamananyaam@gmail.com H 19
goolephot9@gmail.com | 19
anilkumarkkpallil3@gmail.com H 19
dhanushmohan1982@gmail.com H 17
sreevidyasreevidya38@gmail.com H 7
harshithkumar438@gmail.com | 20
bhumikasurpur@gmail.com | 19
srinivasareddyhcs803@gmail.com “ 19
hemanthkumar130511@gmail.com “ 20
govardhanvkgokul@gmail.com “ 20
bhuvangowdaa029@gmail.com | 20
chandangurs@gmail.com “ 19
deepikal2022005@gmail.com H 15




Email | Score / 20
ayushmanjunathas@gmail.com 20
| shekharchandru.2003@gmail.com | 20 |
| bujjimpl2005@gmail.com | 19 |
| hemanthkumarmp534@gmail.com | 20 |

TOpiC: “MALICIOUS LOGIC & VULNERABILITY ANALYSIS”

e Well, accepted
e Time taken is 20min
e OnlineQuiz conducted

e Given 20 questions to answer
AKSHAYA K S, BHOOMIKA G, BHUMIKA, CHANDANA & GUNASHREED S
won the I Prize
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STUDENTS FEEDBACK:

1. How would you rate the overall difficulty level of the quiz?
31 responses

@ Too easy

@ Moderate

@ Challenging but fair
@ Too difficult

2. Were the quiz questions relevant to the topic of Malicious logic & Vulnerability Analysis?

31 responses

@ Yes, all questions were relevant
@ Most questions were relevant
@) Some questions were relevant

‘ @ No, the questions were not relevant

10




3. How well did the quiz help in reinforcing your understanding of Malicious logic & Vulnerability
Analysis ?
31 respenses

@ Very well

@ Somewhat well
@ Neutral

@ Not much

4. Was the time allotted for the quiz sufficient?
31 responses

@ Yes, it was sufficient
@ It was slightly less, but manageable
@ It was too short

- @ It was more than enough

5. Would you like more innovative activities like this quiz to be conducted in class?
31 responses

@ Yes, definitely!

@ Yes, but with some modifications

@ Maybe, depending on the topic
. @ No, | prefer traditional teaching methods

Signature of Course Faculty Signature of HOD
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INNOVATIVE TEACHING METHODS (ODD SEM 2025)

TITLE OF INNOVATION: FLIPPED CLASSROOM

COURSE FACULTY: Dr.S.BHARGAVI

DESIGNATION: PROFESSOR

COURSE NAME & CODE: COMPUTER AND NETWORK SECURITY(BEC613A)
SEMESTER & SECTION: 7th A

OBJECTIVE OF THE METHOD: TO CREATE INTERACTIVE LEARNING

AMONG STUDENTS.
TOPIC COVERED: “MODELS AND ARCHITECTURE OF IDS”
CONDUCTION DATE: 13.10.2025
DESCRIPTION OF THE METHOD:

The Flipped classroom is a pedagogical model in which the typical
lecture and homework elements of a course are reversed. The term is
widely used to describe almost any class structure that provides pre-
recorded lectures followed by in-class exercises. The flipped classroom
is an easy model. A means to INCREASE interaction and personalized
contact time between students and teachers. An environment where

students take responsibility for their own learning.

Flipped classrooms provide a good alternative teaching platform.
Teacher provides the content to the students in form of videos,
references to websites, digital content, etc. The students go through the
content in a given time frame. The learners are asked to go through a

few lecture videos that create the platform for discussion in the next




class. The class room is reserved for discussions on the topic and to
enhance in-depth understanding of the topic, by the students. Classroom
is open for discussions, where the topics are explored further, with

students contributing significantly to the discussions.

This method adds a new element to help students learn with each other.
The class starts with a student explaining the concept covered before
class. In a flipped classroom, the teacher does not give direct instruction
but provides all the help and material for students to present their work.

The flipped class creates a learning space that students can explore.

BENEFITS OF THE METHOD:

» The students will be able to learn at their own pace with more one-
to-one interaction between teacher and student.

> This method provides more collaboration time for students.
Moreover, flipped classroom changes the traditional learning
culture into a learner-centered class.

» It helps the instructor to change from the conventional mode of
teaching to newer modes, which capture the interest of the
students and hold their attention.

> Students are given equal opportunity to share their view and ideas.

» Students can have prior preparation for the class.

KEY ELEMENTS:
» Arrange for an opportunity for students to gain first exposure prior
to class.
» Offer an incentive for students to prepare for class.
» Provide a mechanism to assess student understanding
> Run in-class activities that focus on higher level cognitive

activities.




ACTIVITY DETAILS:

TOplC: “MODELS AND ARCHITECTURE OF IDS”
FLIG9ED

CLASSROOM |

Well accepted
e Time taken is 60min

e Seminar conducted
e Given them two questions to

write

HAMSA K S, CHANDU SHREE Y C & HARSHITHA

given the Seminar
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STUDENTS FEEDBACK:

How effectively did Ms.Hamsa, Ms.Chandushree and Ms.Harshitha engage you in the flipped

classroom session and help you understand the topic?
18 responses

@ Excellent
@ Good

@ Average
@ Satisfactory




How useful was the pre-class material in helping you understand the topic before the class
session?

18 responses

@ Very useful
38.9% @ Somewhat useful

@ Not very useful
@ Not useful at all

How engaged did you feel during the in-class flipped activity?
18 responses

@ Fully engaged
44 4% @ Mostly engaged
@ Somewhat engaged

‘ @ Not engaged

Did the flipped class approach help improve your understanding of the topic compared to traditional

. Yes, significantly
44.4% @ Yes, to some extent
@ No noticeable difference
- @ No, it was less helpful

Would you like to have more flipped classroom sessions in the future?

18 responses

lectures?

18 responses

@ Definitely yes
SRS @ Maybe
@ Not sure

' - @ No

Signature of Course Faculty Signature of HOD
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