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 SUBJECT CODE 170881 i -
| ACABEMIC YEAR 2021 (EVEN SEMESTER) BATCH | 2017-2021
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| NUMBER OF LECTURE | , _ TOTAL NUMBER OF | '
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| FACULTY NAME CHETHAN.HLY HANDLED | Firsttime |

' CODRSE L‘r AR NG OBJECTIVES: This course will enable students to

e z\sau\ thc genesis and nn;_u of Iul ;1pplmlmns mdnu.\.uuu. in real wo orld.
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. _Infer the role of Data Analytics and Security in Inl

. 1dcm1i\ .wsor technologies for sensing “real world entitics and understand the role of IoT in

e varidus aomains of Industry. B
Course Outcomes: At the end of this course, students are able to: j
COl | Interpret the impact and challenges posed by IoT networks leading to new architectural \
| models. |
€02 | Compare and contrast the deployment of smart objects and the technologies to connect them ]
A m}f\*oi{l N |
CO3 | App..isc the role of ToT protocols for efficient network communication ﬂ

| CO4 .| Elaborate the need for Data Analytics and Security in loT
| 1 Co5 | lustrate different sensor technologies for sensing real world entities and identify the
{ | applluumns of [oT in Industry. |
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ATIONS FOR CO-rO MAPPING

[ M.-\li N I ? |
!1 PING | 3;2;]\ -'_l’N'l'll"l(‘f\'l'I{)N T with new | 1|
L COLpoy | d Nnows albyoy challenges in 101 & able to give ™ o
| COtpon ; architeetnye _ e challenge> —
L COL-PO3 | Able 1y Identify challenges & analyze to ”wr[cf :”;c*s' ' ;__,,—-/fi
oo T Able o develop components to mee the o longes_——
[ Cormso T o enniug bl o kow dny o oy SWEC ™
CO1pSOY Ty o otation model o WESET- P pose_——to
| ' 5 oblow power & refiable network for indust sect things/ob)
: CO2PO] | Knowledge aboul things and technologies to cont i |
—~— e _Illi:‘!_\\‘_l‘mi:l_\‘ I(\vi_l'r.fqu_;s__)_._____ - _ﬂ-—--mmmms WITEIE= ll
O PO HENtHY how objects are made to communic SN |
i | technologies ¢ '_'_.il_‘!E'J.\._'_?’ﬁ.i,l_i_P_C.'_".".”l“”“‘-‘E-ﬂ‘ILLE]LI%%}%f{;f |
_ CO2-p03 T | bl toeive solutions for specific needs g 4 cnvironmental €1 —
| applications w hich ﬂg_ly;?!_ﬂltﬂlj!@:fi‘-”—rl'- ios so As o clhange 8
COPOI :_ Need 1o learn evolving smart objects & technologie: -
_t'_L-)'h[’\‘-()T — _\_PE'.'_‘I_“'_\P_I_‘_‘_I’_‘_‘_W'_.‘_‘_5-_ S or technology il
o e saming and employ new wireless sensor technology safomation
LS _Ur_‘l_)f‘i_);__________ | Use efficient senor devices with less cost for ||1M%'.Qilfr——~" !
L . 2 Kﬁi@?ﬁﬁﬂmmum layer protocols need for M2V o
. L03-pO| e _Communication/network is gn'ined. -
- | 2 ]dcnti_f'__v‘lhh_e new protocols requirement as per the global
|_CO3-PO2 ! standardization by analyzing existing protocols.
| _CO3-POI2 | _______' | Nezed to kaow changes in global standardization _ —
_ I Knowledge about Protocols used and modernize existing protocols :
. _CO3-PSO] o per 10T standards. -
.’ | Use of different protocols for improve performance & reliable
__CO3-PSO2 _ communication
! I Knowledge about 10T related data management & security challenges
CO4-POT | InIOT based applications _
2 Identify & analyze various categories ol data that can be sensed.

CO4-PO2

processed. stored & communicate
seeurity teehniques,
AbIE 1o develop solutions fo

d via network . also use of different

rgathering of data. faster processing,
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L COPOIZ . ) 1 _*_JI_)FMHE_“_‘MLL“CAMMMEL‘;E“J_EL\_B“JML‘_-__
- CO4-PSO] ] LLearn about 10T data analysis & security need usine tols =
' I Use of analysis o improve system performance, yse enhanced security
CO4-PSO2 techniques for I0T based real time data,
COs5-POI 2 Knowledge about WSN & PAN required for IQT application
" development,
CO5-PO2 I [dentify which IEEE 802, S.__standard is yseq for application that
works with real world values, ‘
CO5-PO3 || Bevelop & analyze applications rec uired for indysy automation
TCO5-POY | Design new automation techniques for [ndustry :l—u‘tomalion (M2 e
? commllHi‘_‘_‘_‘.‘,.“'_‘_‘_Yil._llﬂl'.‘_iﬂ_l_“."_rﬁ‘_'_‘_I_LC_L_‘_ ol human) through regeq; TM
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environment & societal purpose.

COs5-PO12 7 :
T PS{)I - I I Learning about new sensor techniques.
5.5 ’ I Learn about new sensor technologies
- a2 . . F . .
o U T I P | Develop applications used for industry automation
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.l 3 | Convergence of IT and loT v 23] | Co-\
' 4 | 1oT Challenges v 29]y | o~V
['__ 5 [ loT Network Architecture and Design v 2‘3-'? Co-l |
4 6 | Drivers Behind New Network Architectures v 30|l4 | Co-
.|| 7 I_(_Zn ~.naring loT Architectures v bls | Co-
’ ! 8. i A Simplified 10T Architecture v bls | Co-l
: [, 9 The Core loT Functional Stack W %5 | Co-\
L ____EUA__JET ~ata Management and ComputeStack ¥ Fis | Co-\
] . Textbook : David Hanes. Gonzalo Salaueiro, Patrick Grossetete, Robert Barton. Jerome Henry."ToT
] ~ Fundamentals: Networking Technologies, Protocols, and Use Cases for the Internct of Things™,
I"E+ wtion. Pearson Education (Cisco Press Indian Reprint). (ISBN: 978- 9386873743) E
“and Chapter 1 and Chapter 2 o 5 i
LU 1 i e o ot
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T3 | sensors, Actuators, and Smart Objects - _I;/'__'_'[ ulsT | Co-2 |
A e ST S e e | | — - |
4 Sensor Networks, o _____[ LAY ) 10]3.‘C'9 oL -
T 5 [ Connecting Smart Objects v __'_1:0_1_5;'_._@:.?.'-.:
6 [CommunicationsCriteria__________ [ ML s f‘""; A
7 . | IoT Access Technologies. v 245 | & ,;_ir
S 10T Access Technologies. v 2305 | Co-2
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9 [ 10T Access Technologies. e T o-n]
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Teathook ¢ David Hanes, Gonzalo Salgueiro, I‘nnuk(nmlii
Fundamentals: Networking Teehnologies, IProtoenls, ni

' i i ; ISBN
L dition Pearson | ducation (Uiseo Press Indian Reprint). (

and  Caapter 3 and Chapter 4

| Faculty: @ 5;\)'
Signatures |
[ SQE'J“[} s e |

Remarks | (___.X-t'_( L’{?G{ as /‘,‘.c\" /\(CW\

MODULE -3

,./-_

Il n Ini_ ¥
cle. [Labert b 3 S mp : |
e (u u,l:;mbﬂ‘f-"?'m -. I

| ;\Ilul.tml . ‘[‘:I_I\’.‘L'Il .!;
HII()IFRH o . | = |

= 1 = Toui Mode of
Jecture | opie .
t(‘ﬂlll C | I Delivery el
| o3 (
1 eetteorNemorloyer | L Tco-2 |
2 TheBusiness Case for IP SROURBIN [ 2 S o } - l_OJlE | co-
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8 | The Transport Layer i ) N 24 b C‘;_E"’
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10 ioT Application Transport Methods v 2516 =

Textbook : David Hanes, Genzalo Salgueiro, Patrick Grossetete, Robert Barton, Jerome Henry,"loT
Fundarfintals: Networking Technologies, Protocols, and Use Cases for the Internet of Things”,
1*Edition, Pearson Education (Cisco Press Indian Reprint). (ISBN: 978- 9386873743)
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UNO, InstallingtheSoftware,FuhdamentalsofArduinoPro Vi Co-§°
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Introduction to RaspberryPi,
4 About the RaspberryPi Board: Hardware Layout, - Lo)3 Co-5
Operating Systems on RaspberryPi, _
5 About the RaspberryPi Board: Har.dware Layout, o 1|H_ Lo-8
Operating Systems on RaspberryPi, —
6 Configuring RaspberryPi, Programming RaspberryPi v IJ-J? Co-S
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sri Adichunchanagirl shikshana Trust

SJC INSTITUTE OF TECHNOLOGY

Chickballapur — 562 101

Estd: 1986
Department of Information Seience & Engineering

QUESTION BANK

SUBJECT TITLE INTERNET OF THINGS TECHNOLOGY
SUBJECT TYPE CORE /-ELECTIVE R ———
SUBJECT CODE 17CS81
ACADEMIC YEAR 2021 (EVEN SEMESTER) 2017-2021
SCHEME CBCS scheme- 2017
SEMESTER VIII & A SECTION |
g‘;g%}\gggﬁg e CHETHAN.H.V, Assistant Professor
Module -1
}\% : Questions Bh}%" 5| cos
1 What is fog computing? Describe the characteristics of fog computing? Li Col
2 | Describe the various IoT Challenges. L1 COl
3| List out the difference between IT and OT networks. L1 COl
4 Explain in detail on Genesis of IoT. L2 Ccol1
5 | Explain the IoT Architectural Drivers. L2 COl1
6 Explain the Access Netwqu Sublayer. : L2 Co1
7| Demonstrate the impact of IoT on connected roadways. L3 Ccol
. Demonstrate the IoT Reference model published by the IoT World (6(0)
Forum. L3
9 | Differentiate between IoT and Digitization? L4 Co1
i How can we reduce the IoT Architectures framework down to a pair of Col
three-layer stacks? Evaluate the same. L5&L6

Page | 1
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()lwslitm pank
i Module -2 i ploom’S | cos
"i}T‘-——- DreLe — - - ‘ . . . L.’l
No. Questions o "“":Tf co2
: ] T 1‘1"4 out the various types ol Sensors. - r__f___[,_i-—-‘“‘fa-j-‘d
5T ot the various types of Actuators. o _—
) S s
3| Describe the design Ennsimi|1ls'_t_i;i\’_ira_é's;§|h£ﬁ? (_JE]E:_LFIS _—
f 4 | Explain the protocol stack utilizing 11_313153(12,15:1_,—/’/ #ﬁfﬁ(ﬁr
S | Explain the 4 characteristics of Smart Objects. [
,.—-ﬁ” coz &~
6 | What is SANET? Explain some of the advantages and disadvantages that (_1
a wireless-based solution offers. ________5____#_&—(-)-2—-'
B L
7 | Demonstrate the LoRaWAN layers of [oT Access Technologies. {5
BERESe_ eon
8 Demonstrate the ZigBee IP Protocol stack. IR _|
____,_._.—-—-——-_'-'-_F L4
9 | Illustrate the various communication criteria. o7 |
5 3 : &L6
10| How Sensors and Actuators interact with the physical world? Evaluate L>
the same.
B NN
e
Module -3 _
Q. Bloom’s 0
uestior s
Questions L

No. : > Lo
L1 ok~

T | Describe the key advantages of Internet Protocol.

7 | Define the two main protocols that are specified for Transport layer. L1 CO3

3 Describe the DNP3 Protocol over 6LoWPAN Networks with MAP-T. L1 CO3

4 | What is Adaptation and Adoption of IP? Explain the factors that trying to L2 CO3
determine, which model is best suit for last-mile connectivity?

5 | Explain the Need for IP Optimization by considering constrained nodes, 12 CcOo3
networks & IP versions.

6 | Explain the Protocol stack for Transporting Serial DNP3 SCADA over L2 CcO3

IP.

7 | Demonstrate the Constrained Application Protocol (CoAP) along with its L3 CO3

message format and message field.
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e Question Bank
8 Write :l'nolc on Ih!]OWiI]g: Ty — —is 11___, E_(_ﬁ_
a) Comparison of an 10T Protocol Stack Utilizing 6LoWPAN
b) 6GLoWPAN Header stacks
c) mlt‘\\_f'l’ﬁ\lN Fragmentation Header
5 d) Application Layer Protocol not present
llustrate the working of MQTT Publish/Subscribe Framework. L4 CO3
l - ] 1 2 4 . ry
0 | How to Optimize IP for lo1 using an Adaptation layer? Evaluate the L5&L6 | CO3
same.
Module -4
0. - Bloom’s
No. Questions i COs
1 List out the Types of Data Analysis Results. Ll CO4
2 | List out the common challenges faced in OT security. L1 CO4
3 | Describe the concept of Distributed Analytics throughout the IoT system. Ll CO4
4 | What is Machine Learning? Explain its types. L2 CO4
5 | Explain any two Big data analytics tools and technologies (MPP/ L2 CO4
NoSQL/Hadoop).
6 | Explain Lambda Architecture for Parallel data flow. 12 CO4
7 | Demonstrate the Flexible Netflow Architecture. L3 CO4
8 | Write a note on following: L3 CO4
a) Structured versus unstructured data
b) Data in Motion versus Data in Rest
9 | Illustrate the concept of OCTAVE and FAIR. L4 CO4
10 | How IT and OT security practices and systems vary in real time? L5&L6 | CO4
Evaluate the same.
Module -5
: Bloom’
@ Questions #2 COs
No. . LL
1 | What is Arduino? What are the advantages of Arduino? Ll CO5
2 | What are the Key Use Cases for Smart Cities. LI COS
3 | Describe the concept of Smart Traffic Control. L1 CO5S
4 | Explain in detail Smart City loT Architecture. L2 COSJ

Page | 3
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Question Bank

SICIT —— -"""[:Eﬂ Co5
5 | Explain the Raspberry Pi board with neat diagram. 7 —-—--1'1'2"""- COS
6 | Explain the wireless temperature monitoring system using Raspberry ,,-[:-3’-*-" CcO5
7 | Demonstrate the Smart City Security Architecture. ________________.—-—-I-J-B“'""" CO5
8 | Demonstrate the case study of Connected Street Lighting with respect to
Smart City. ' T |cos
9 | Differentiate between Raspberry Pi and Arduino. S W—éag"
10 | How to install Arduino software for the windows PCs? Evaluate the
L same, I T
Note:

: : om the _
1. Questions shall be framed by consolidating comprehensively from (
following sources

Exercise problems of text books/ references

Previous year question VTU ex
beside the question)

) am Question paper. (Mark the year/exam

* Questions by Experts during Interview/Academic Audit

Internet sources/ other Universities examination question papers.
* Own/ experience.
* QGate questions mentioning the year.
2. Questions shall follow all the Bloom’s learning levels with appropriate
action verbs

3. There shall be a total of 50 questions considering10 questions from each
module, of which, 3 questions each at L1 and L2, 2 questions at L3, 1
question each at L4 and L5/L6.

4. Ensure the coverage of all Cos,

\

Page |4
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Assignment

| | Jal Srl Gurudev | |
Srl Adichunchanagiri Shikshana Trust ®

R SIC INSTITUTE OF TECHNOLOGY
Estd: 1986 Chickballapur — 562 101
Department of Information Science & Engineering
ASSIGNMENT
SUBJECT TITLE INTERNET OF THINGS TECHNOLOGY
SUBJECT TYPE CORE / ~ELECTIVE
SUBJECT CODE 17CS81
ACADEMIC YEAR 2021 (EVEN SEMESTER) BATCH 2017-2021
SCHEME CBCS scheme- 2017
SEMESTER VIII A SECTION
FACULTY NAM
G ok CHETHAN.H.V, Assistant Professor
Module -1
. Questions Bloom’ | COs
No. sLL
1" | Demonstrate the impact of IoT on connected roadways. L3 col
2 | Demonstrate the impact of IoT on connected Factory. L3 | col
3 | Demonstrate the IoT Reference model published by the IoT World Forum. L3 COl
4 | How can you differentiate the term IoT with respect to Digitization? L4&Ls5 | COI
s | How can we reduce the [oT Architectures framework down to a pair of L4&Ls | €Ol
three-layer stacks?
Module -2
0. $ Questions Blooms | COs
No. LL
1 | Demonstrate the LoRaWAN layers of IoT Access Technologies. L3 CO2
2 | Show the various types of Sensors and Actuators? Also write example for L3 |CO2
each.
3 | Demonstrate the ZigBee IP Protocol stack. L3 | CO2
4 | How can you design the constraints for Wireless Smart Objects? L4&L5 | CO2
5 | How Sensors and Actuators interact with the physical world? L4&Ls | CO2
Module -3
Page | 1
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As
SICIT
0. Questions
: == ith its
No. — e A P) along W
1‘ Demonstrate the Constrained /}pphcullon Protocol (CoAP)
message format and message ficld.
2 | Discover the key advantages of Internet Pr OIOL/,,/"
3 Write a note on following: .
a) 6LoWPAN Fragmentation Header P
b) Application Layer Protocol not present The L4&LS5
T i ioht protocol? Illustrate
4 How can you say that MQTT is a Lightweight p _________[:_5___
working of MQTT Publish/Subscribe F ramcufork?l’/ L_E'i&
5 | How to Optimize IP for IoT using an Adaptation layer? JE—
' 7
' Module -4 S
[ Bloom” | €08
0. Questions ___{_L_L___. e
No. - e = L3 CO4
1 Demonstrate the Flexible Netflow Architecture. e i FeT
2 Demonstrate the concept of OCTAVE. | ___]:3____ T
3 | Discover the common challenges faced in OT security. ]
Jdata | LA&LS | CO4
4 How can you differentiate between Structured versus unstructured da o8
- ; : : &L
) How IT and OT security practices and systems vary in real time? L4
Module -5
0. Questions Bloom’ | COs
No. ' s LL
1 Demonstrate the Smart City Security Architecture. L3 CO5
2 | Demonstrate the Raspberry Pi board with neat diagram. L3 Ccos €
3 | Demonstrate the case study of Connected Street Lighting with respect to L3 COs5
Smart City.
4 | How can you differentiate between Raspberry Pi and Arduino. L4&L5 | Ccos
5 | How to install Arduino software for the windows PCs? l LA&LS | COS5
Note:

1. Questions shall be framed by consolidating comprehensively from the following sources

Exercise problems of text books/ references
Previous year question VTU exam Question paper. (Mark the
Questions by Experts during Interview/Academic Audit

o Internet sources/ other Universities examination question papers.

Own / experience.

2. Questions shall follow all the Bloom’s learning levels with appropriate
action verbs '

3. There shall be a total of 25 questions considering 5 questions from each
module, of which, 3 questions at L3, 2 questions each at L4/L5.

4. Ensure the coverage of all COs

3. Rubrics to be specified for all assignment questions.

year/exam beside the question)

Page |2
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|| Jai Sri Gurudev ||

S.J.C INSTITUTE OF TECHNOLOGY

DE '
PARTMENT OF INFORMATION SCIENCE AND ENGINEERING

Subject: Internet of Things Technology (17CS81) Semester: 8" A & B

Faculty Name: Anand Tilagul&Chethan H V Date: 24-05-2021

aowoN o

5
6
g
8
9

10.

11.
12.
13.
14.
15.

Tutorial - 1

What is IoT? With a diagram explain Genesis of [oT.

Compare IoT and Digitization with examples.

Mention Impact of [oT.

Write a note on the following: a) Connected Roadways b) Connected factory

c)connected Buildings d) Smart Creatures.

. Compare Operational Technology (OT) with Information Technology (IT)-
. What are the IoT Challenges, Explain Briefly.

Explain IoT Architectural Drivers.

. With diagram Explain main elements of oneM2M ToT Architecture.
. Explain briefly IoT Reference model Published by IoT World Forum.

Write expanded view of Simplified IoT Architecture. Explain briefly a) Core IoT

Functional Stack b)loT Data management & Compute Stack.
Explain Access Network Sublayer.

What do you mean by Fog Computing.

Explain the 2 types of gateway and backhaul sublayers.

What is edge computing? Explain with example.

Tllustrate the hierarchy of edge, fog and cloud with a neat diagram.
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Internal Test Question p:;pcr format- CBCS Scheme

' Name of the Staff: ANAND TILAGUL ,CHETHAN H'V ” n

Date: 27/05/2021Signature:

Reviewer’s Signature: I \/MQ‘T)M
to the students U '

NOTE:Only the following information’s to be given

S.J.C. Institute of Technology
Department of Information Science and Engineering

Test: 1
Subject Name & Code:Internet of Things Technology (17CS81)
Semester: VIII A& B Duration:100minutesMax Marks: 50
Answer the following questions by selecting one full question from each part.
3 Question Marks co Level
Number
I What is IOT? With a diagram explain Genesis of IOT. 10 col 12
Or
2 What are the IOT Challenges and their impact with any one example? 10 Col L2
3 With diagram explain main elements of one M2M IOT Architecture. 10 ol L2
Or
4 Explain briefly [OT Reference model Published by IOT World Forum. 10 col |12
What isFog Computing? Explain with example. 10 CO1 L2
5
Or
What is edge computing? Explain with example.

53 6 10 COl L2
7 Explain in detail the expanded simplifies IOT Architecture. 10 ol 12
Or

Illustrate the hierarchy of edge, fog and cloud with a neat diagram.
3 10 | col L2
a) Explain Access Network Sublayers with neat diagram.
5 COl L2
9 . s
b) Explain the functionality of IOT network management 5 col |L2
Sublayers.
Or
a) Explain Core IOT Functional Stack.
5 Col L2
10 :
b) Compare Operational Technology (OT) with Information 5 col |12
Technology(IT).
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DEPARTM ENT OF

Subject: Internet of Things 'I'cchnnlugy (17CS81)

Faculty Name: AnandTilagyl

(_h.p.wh):—-

10.

I1.

12.
13.
14,
15.
16.

17.
18.
19.

20.
21
2.

| | Jai Sri Gurudey I
J.C INS'I‘I'I'U'I‘I". or 'I'EC[]NOLOGY
INF ()RMA'I']ON SCIENCE, AND ENGINEERING

S

Futorial - I1

Semester: 8" A & B
&Chethan H v Date: 24-06-2021

Explain in detaj] the IEEE 802.15.4 wireless
Explain in detail the LoRaWAN technology.
Give the key advanta ges of Internet Protocol.,
What is Adaptation and Adoption of IP ?
Explain the factors that trying to de
suit for last-mile connectivity?

Explain the Need for [p Optimization b
versions.

access technology.

termine, which model Adaptation v/s Adoption is best

y considering constrained nodes, networks & [P

Write a note on following: (any one point)

a) Optimizing IP for [OT using an Adaption layer.

b) Comparison of IOT Protocol Stack Utilizing 6LoWPAN.
¢) 6LoWPAN Header stack.

Explain Optimizing IP for IOT. (any 3 out of 7 points).

- Write a note on: i) Header Compression ii)Fragmentation iii)Mesh addressing

iv) 6TiSCH v) RPL vi) Authentication & Encryption on Constrained nodes.

(any one point)

Explain Constrained Application Protocol (CoAP) along with its message format and
message field.

Explain Message Queuing Telemetry Transport (MQTT) along with its message format
and message types.

Explain Protocol stack for Transporting Serial DNP3 SCADA over 1IP.

Explain the various network topologies with examples.

Explain the classification of smart objects with examples.

What is IEEE 802.15.4 protocol? How is it related to IoT?

Classify different types of sensors with examples.

What is an actuator? Explain how sensors and actuators interact with the physical world.
Classify the actuator, with examples.

With a neat diagram, explain the characteristics of smart objects. List the trends in
smartobjects.

What are SANETS? List its advantages.

List and explain different communication criterias in [oT.

Explain LoRaWAN layers and its architecture

& w :

_J
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l:__ Internal Test Question pupcr format- C Ii(‘a Sclmm_c _____ __:jl
Name of the Staff: ANAND TILAGUL . CHETI S ———
Bt RGN : ANAND TILAGUL , CHETHAN 'V _ P |

IT_ e : = _ ~ Signature: e mo—

Reviewer's Siﬁﬁ;}{urc: S - V - (’ —— iy
¥ s U — 5 - e ————————— it J
NOTE:Only the following information’s to he gi\'mﬁn the students "‘/5"_\'0_%.\?44,}” .

S.J.C. Institute of Technology
Department of Information Science and Engineering
_ Test: 11
Subject Name & Code: Internet of Things Technology (17CS81)
Semester: VIIIA & B Duration:100minutes Max
Marks: 50
) Answer the following questions by selecting one full question from each part.
Question Marks co Level
Number
Explain in detail the IEEE 802.15.4 wireless access technology.
1 10 CO2 L2
Or
5 Explain in detail the LoRaWAN technology. i co2 L2
Explain the various network topologies with examples.
3 10 | Co2 L2
Or
4 Classify different types of sensors with examples. i o2 L2
Explain Constrained Application Protocol (CoAP) along with its| 10 Cco3 L2
) message format and message field.
@ Or
Explain Message Queuing Telemetry Transport (MQTT) along with its 5
6 _ 10 Cco3 L2
message format and message types.
Explain the Need for [P Optimization by considering constrained nodes,
7 i 10 CcO3 1.2
networks & IP versions.
Or
8 Explain Protocol stack for Transporting Serial DNP3 SCADA over IIP. 10 co3 12
9 Give the key advantages of Internet Protocol. 0 co3 | 12
Or
10 Explain the Header Compression, Fragmentation and Mesh addressing. - O3 2
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|| Jai Sri Gurudey ||
SLCINSTITUTE OF TECHNOLOGY
DEPARTMENT OF INFORMATION SCIENCE AND ENGINEERING

Tutorial - 111
Semester: 8" A & B

Subject: Internet of Things Technology (17CS81)
Date: 07-07-2021

Faculty Name: Anand T and Chethan HV

1. Explain 4 data analysis results and [OT data Analytics challenges.

With diagram explain Lambda Architecturc for Parallel data flow.

2

Discuss some common challenges faced in OT sccurity.

ad

4. Explain Machine Learning concept along with its types.

5. With logical frame work show how the Purdue Model for control hierarchy is applied for

Manufacturing.

Explain any 2 Big data analytics tools and techn
Discuss OCTAVE and FAIR formal risk analysis.

IT and OT security practices and systems vary in real time.

are & programming.

ologies (MPP/NOSQUHadoop).

Explain in detail how
Explain details of Arduino UNO hardware, softw
software & programming.

monitoring system using Raspberry Pi.

=== T B =

10. Explain details of Rasberry Pi hardware,

11. With a neat diagram explain wireless temperature
12. Explain in detail smart city IOT architecture.

13. Write a note on following:
a) Connected Street Light with respect to Smart City

b) Smart City Security Architecture

o

o

s
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E Internal Test Question paper format- CBCS Scheme

Name of the Staff: ANAND TILAGUL ,CHETHAN 1 V ) oo S
Date: 15/07/2021 Signature;

Reviewer’s Signature: [

Dy
o the students

NI

NOTE:Only the following information’s to be given t

S.J.C. Institute of Technology
Department of Information Science and Engineering
Test: 111

Subject Name & Code: Internet of Things Technology (17CS81)
Semester: VIII A & B

Duration;:100minutes
Max Marks: 50
Answer the following questions by selecting one full question from each part.
Question Marks co Level
Number
1 Discuss OCTAVE and FAIR formal risk analysis 10 CcO4 L2
Or
" \ltr’ith Iogi:::al frefme work show l'.low the Purdue Model for control " _ Lo
hierarchy is applied for Manufacturing
Explain in detail how IT and OT secu rity practices and systems vary in
3 ; 10 CO4 L2
real time.
Or
Explain any 2 Big data analytics tools and technologies
' L
* | (MPP/NoSQL/Hadoop). 10| cos | L2
Explain Machine Learning concept along with its types 10 L2
5 CO4
Or
6 With diagram explain Lambda Architecture for Parallel data flow 10 CO4 L2
7 Explain details of Arduino UNO hardware, software & programming. 10 CO5 L3
Or
g Explain details of Rasberry Pi hardware, software & programming. 10 COs 13
With a neat diagram explain wireless temperature monitoring system
? using Raspberry Pi. 0 05 13
Or
10 | Explain in detail smart city 10T architecture. 10 CO5 L3
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For More Questhion Papers

Eighth Semester B.IS. Degree Fxamination, Aug./Sept.2020

Internet of Things and Technology
Max Marks %0

'].ilﬂl_‘: 3 hrs,

. 5 - . i e1 e 1P it { ’S.
Note: i) For Regular Students: Answer any FIVE full questions irrespec "l(; \"}’{:”:{'};’(’ r:rc- §rioem
i) For Arrear Students : Answer any FIVE full questions, choosing ONE full 4

]

b.

b.

d.

5]

o

Srom each module.

=1
Module ik Vit

Define 10T and discuss the Genesis of ToT in detail. hallenges. (06 Viarks)
Listout the difference between IT and OT networks and their various challenges.

B ) e T is currendy facing
; y : -ant challenges and problems that [oT 1s cuirentl _
Listout the most significant challenges and p (06 Viarks)

. - . . ~ o ¥ \ It Lh ¥
List and explain the defining characteristics of fog computing. {?: x_;t”kfl
Explain the loT reference model published by the ioTWE, (10 3arKS)

Module-2
. - i - V- ‘\
Define sensor and its characteristics. _ o , {00 Marks)
List out the most useful classification scheme for the pragmatic application of sensors in
(10 Marks)

loT network.

(U8 ¥arks)

Briefly descnibe about communication criteria.
(08 Marks)

What are the main topologies used for IoT connecting devices?

Module-3

What are the key advantages of the IP suite for the [oT?
What are the points to be considered while comparing the transport of DLMS/COSEM over

a cellular network versus an LLN deployment? (06 Marks)

(10 Marks)

(U8 Marks)

Explain in detail COAP message format.
(08 Marks)

Explain Message Queuing Telemetry Transport (MQTT).

Module-4
What are the ways [oT data is categorized? Explain in detail. (06 Marks)
Discuss the following :
(i) Supervised leaming
(i) Unsupervised leaming
(111) Neural Networks. (10 Marks)
Explain any two Big data analytics tools and techno logies. (10 Marks)
Explain Lambda Architecture in details, (06 ;\/'la rk;s)

For More Question Papers Visit - www.pediawikiblog.com
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T ‘ Module-5
K I ‘Al ¥ i e o
. H.,\\\”[}: Arduino What are the advantages of Arduino”?
o mstall arduino sofiware for the windows PCy?
10 0 Dis i
o IStmeugs MAve e Wi ‘
N 2uish between Raspberry Piand Arduino.

)\ \ ‘
Yo Develop a python progr

sensorand Raspberry P

am which monitors 3 lemperature of an engine using DS 8B

(06 Marks)
(10 Marks)

(04 MarKks)
20

(12 Niarks)
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Eighth Semester B l:. Dc;,ru: Examination, Dec.2019/0an.2020 477 ®
Internet of Things Technology

Time: 3 hrs, Max. Marks: HG. _

Note: Answer any FIVE full questions, chonosing ONE full question fmm{earlr maduh'

Moclule-1 g & &

\

I a. Whatis[OT? Explain evolutionary phases of the internct. g {_06 Marks)
b.  Explain Access Network sublayer with a ncat diagram. AT @06 Marks)
¢. What are the elements of one M2M 10T architeciure? Explain &/ 4 (04 Marks)

o B 1
to OR { * l

2 a. Explain the ﬁJnCIIOmhl) ol 10T netwark management sdb«l{bu {08 Marks)
b. Describe IOT World Forum (IOTWF) Srtandardized archnu.tutcn c (07 Marks)
¢. Compare and conlrast IT und OT. < b W (04 Marks)

Mogdulc-2 ‘11’

voactuastors dl’Tll scnmw mm act with physical world
; (08 Varks)

aplamn the data aggregation n
(OB Marks)

3 3. With a near diagram, explain hov
Classify actuators based on 2ne erEy tvpe, Ry
b. List out the limitations of the smait ohl-ctn m \\bT\» e e

hines on the remaining blank pa
“quatons witten eg, 4248 - 50, will be trested ac malpractice,

- WSN with a neat diagram A __
p W ‘gf
¢ S or s
5 z 4 a. Whatis Zighee? Explain 802.15 4 ph\.\ﬂ!ﬂ! l:l) er, MAC laver, and security. (08 Marks)
&y b. [Aphm LoRaWAN standard .]I"Il.;‘lﬁllﬂﬂtl‘. le}(, |‘1U{_r and s,._cu““ (08 Marks)
-‘ ,é f'-;;-':“ y ::' A lnglulc 3
N 5 a. Wiuth a ncat diagram, c\p!am}aLUWP:\\ protocal header somparnison and [ragmentation
E 2 sf o (08 Maarks)
% K| b. Listand explain lh;. it-v .nlvaﬁlagp of internct pro-ouvol. (04 Marks)
€ % ¢. Explain RPL cnr,r)p 0 and authentication on constraint nodes. (04 Marks)
8F &
S 3 D OR
g t‘f 6 a. Explam luhn.llnﬁ lcszﬂq»bt ADA over IP networcs ad SCADA prataco] transiation with
0 R :
e A . g ) . (08 Mark
"-;:-.- ;& b. Desq bg)\iQT‘llig.mcuurk and message formal i detay
E’" § \S it Module—
85 7 a.  Expl “}\lhc slsgottsof Hacloop with 2 neat diagram. (07 Marks)
82 ‘- Lainy, cural network in machine learning with a detailed example (0% Marks)
o Dcs ¢ components of ¥NF (04 Marks)
z
- 4
E‘E (08 Yiarks)
..: (18 Yiarks)
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Module-5
Explain the following with respect to Arduino p ogramming.
1) Structure
) Functions
1" Variables
iv) Flow control statements
v) Data type
vi) Constants.
Explain Raspberry Pi learning board.

OR
Write a pythan prograin on Raspberry Pi to blink an LED.
Explain Smart cily security architecture.
Write a short note on -
1) 10T challenges
i) Backhaul Technologies.

15CS81
o FTE ;
e
—..‘!II'- ;.
A S
£AY L5
g A
;‘; 47 (08 Marks)
Y (08 Afarks)
e¢-? “":.'; T .e.ﬁl"'-“’

(06 Marks)
{06 NMarks)

(04 Marks)
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CINSTITUTE OF TECHNOLOGY

Chickballapur - 562 101
ering

‘ Department of Information Sclence & Englne

Course Information

science & Engineering

Programme Name:

Information

O T T

Academic Year:

2020-21 | Semester:

Programme Name:

Internet of Things Technology
Anand Tilagul & Chethan HV

Course Instructor Name:

Subject Code: | 17CS81 Course No:
Scheme of Teaching & Ma
Contact Hr/Week: 4 Lecture Tutorials (Hr.):
Max.CIE Marks: 40 Max. SEE Marks:
Min.CIE Marks: 19 Min.SEE Marks:
Final CIE (IA) Marks: [ 40 Assignment Marks:
- TR
Threshold Values for Attainment Calculation Final CO Attainment
Attainment level 3 % 2 % Percentage (:ontrilg_uﬁi_?_n_,:@
Internal Assessment >= 70 o= CIE 4_0__._3E_E._.El.0_
SE Examination >= | 60| >= - ________C,fi_lo_
statements of Course Qutcomes No.of CO's 6 rget({ BL
ca11.1 Inte{pret the impact and challenges posed by 10T networks leading to new ol 3
architectural models .
4112 Compare and contrast the deployment of smart objects and the technologies to col 4
2 |connect them to network.
c411.3 |lllustrate the role of 10T protocols for efficient network communication. 60| 3
ca11.4 |pemonstrate the need for data analytics and security in 10T. 60| 3
c411.5 |illustrate different sensor technologies of IOT. 60| 3
c411.6 [|Analyze the various 10T protocols for better services. 60| 4
Semester End Exam. (SEE) Target(%) | 60 | Course End Survey(CES) Target (%): | 70
CO-PO Mapping Table (In the scale of 3) CO-PSO Mapping Table
co/pP0 112]3|4]5]6 RN R co/PSO 1121 4
C411.1 312 1 c411.1 111
Cc411.2 113]2]2 2 C411.2 211
C411.3 312]2]3 2 2 ca11.3 111
C411.4 312]12]3 1 Cc411.4 111
C411.5 21211]3 2 C411.5 111
C411.6 1 2 C411.6 111
Total 13|11 7[12] 4 4 5 Total 716
2 1.7 1.2 1

22 22 1.8 24 13
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Course Title

Subject Code
Faculty Name
_-__-_--__'-—--__

l_\

—————
Internet of Things Technology
170581 [ Semester | & | Section [A&®

SJCITfNaA;
€0-p0-ps0 pepr; ot SICINSTITUTE OF TECHNOLOGY
202021 R Chickballapur - 562 101

Department of Information Science & Engineering

Course Code

ca1l

Emp.ID

2095

Anand Tilagul & Chethan H V No.students

76

]

Summary of CO attainments of Sub: 17581 Based on (ACTUAL-TYPE-1) Academic Year:2020-21 |

inment
0| cp_co Uk SEE CES TOT_Attainment |
- 9, |Status
S_AT T_ST] ATN | S_AT| T_ST | ATN [ S_AT | T_ST | ATN ATN _T;
75 E
co1 C411.1 76 | 76 3 39 | 76 | 1.5 | 67 | 67 3 | 2.3 _:(_Eg_
2.3 75
coz C411.2 76| 76 | 3 | 39| 76 | 1.5 | 67 | 67 3 7__@
2.3
€03 C411.3 76 | 76 3 39 | 76 | 1.5 | 67 | 67 3 — ___;;___TE;-
coa C411.4 23 | 76 | 29 | 39 | 76 | 1.5 | 67 | 87 3 ___2__3____7_;_;;;
Cos C411.5 76 | 76 3 39 | 76 | 1.5 | 67 | 67 Z "ETT——‘TE—;
CO6| C4116 %6 | 76 | 3 | 39 | 76 | 1.5 | 67 | 3 [ 221 2 1 —
: L demic Year:2020-21
Summary of PO attainments of Sub: 17€581 Based on (ACTUAL-TYPE-1) ALT = 12_ ]
9
PO Number 1 2 3 4 5 6 7 8 25,__ 2__.16
Direct ATNT(D) | 2.16 | 2.16 | 2.15 | 2.16 247 : -
o . 3
Indirect ATNT(ID) 3 3 3 3 = e
Total-ATNT 228 | 228 | 227|228 23
% I|
r 1
2 |
! - |
I‘ ]
L1 |
: ° 8 9 10 11 12 l[
|
IS
3 22 ;
summary of PSO attainments in Year:2020-21 2 \
PSO Number 1 | 2] 3| 4 1 \
|
Direct ATNT(D) 2,16 | 2.16 0 ; . s
2
indirect ATNT(ID) | 3 3 1
: ttainment
Total-ATNT | 2.29 | 2.28 | A :
L }
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SICIT/NBA/
CER/
2020-21

S

Depart
partment of Information Science & Engineering

JCINSTITUTE OF TECHNOLOGY
Chickballapur - 562 101

A. Course Details

Course Title
Internet of Thi
Subject Code ings Technology Course Code ca11
17CS81 S
- emester 8 Section |A & B| Programme uG
ourse
Th
— eory Course Type Cone No.of students | 76
e of comm
encement (Q~H-11 Date of Closure 20-F -2
S
B. Course Intructor Details
Course In i
Intructor Name Anand Tilagul & Chethan HV Emp.ID 2095

Total Teaching Experience

ok

No.of times taught this course

C. Course Delivery

Course Plan was circulated amon

Total No of Modules/Chapters the course €

Total No of Classes planned for the course

ns for non-coverage of 100 % syll

Any reaso

g students before the start of ¢

ourse

nm
Classes Held S" 0

Sf"_‘
s”o

abus (if not covered)

onsists

tcome(s) & University Examina

tion Results

|
|

D. Course Ou
University Examination Results ' 76
T Appeared 76 Pass 76 %Pass \ 100
T Lost eligibility due to shortage of attendance —NTZ(— % ‘ HVALUE!
T No. of students obtained minimum CIE marks 0 % 0
Grades obtained by the students (No. of students)
Grade Letter S A B 5 D E E Marks ] Max. | Avg.
GradePoint | 10 | 9 | 8 7 | 6| 4]0 CIE a0 | 39
No.of Students 1 15 | 38 19 3 SEE 60 ;—
% Stud—éntsl 1 | 20| 50 | 25 | 4 _—_;o—t; 100 | 74
\
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— O
SR /
— Summary of Course Outcomes o Tavills
B R Attainment -
i i 4 50 10 Level's
CO-Number T SEE CES Total -"'5_'
“ul T3 T 3 23 AP |
2 15 1 3 23 A %
C4113 __—3____‘l 15 3 23 M"T
C4114 __‘23"—“——*—1‘5 : - liﬂl_uﬂ’—f;“
€a11.5 _‘_‘_3'_'_‘_“—1‘—5— . = WT
e [ @ 15 3 23 Evolyot | ©
o -
e

E. Students Feedback —
Over all feedback value qg l]r

F. Remarks on CIE, attainment and suggestion(s) to improve course delivery by course instructor
=

Ay Col on. oddeind |

G. Innovative/Best methods use

d for course delivery by the course instructor

A Chalk ¢, Tobe
FPPI'S ¢ uubien.

H. Remarks of the Module Coordinator

A e (0'¢ ane  qutaind. Suagulid by Gnpnnd
o "n""i& e.u.u_L 6”' ol Co's.

Signature ‘

Name Ama'nof T
Module Coordinator

g

Anand Tilagul & ChethanH v
Course Instructor

igmatare of the H
A ]

)5/2[

i i 1 G T O O
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